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2.1 Console O&FFZIBELFWARE

RIS IE T Console [ &3k %Y, F o] L BL R PP 7 3ok 15 B ¥ Console 1 & 3%
R,

B STelnet/Telnet FR3ZHFAIZEFA Console AFRER

A R

1% B Telneth UG£ 24 X, Z U P 1E F STelnet V2B KX &

XAV RIS P A STelnet/Telneti 5 31 H B A& HF G AR . DLUR M &R
24T M Bl 15 B LLS Telnet & 5% 1 £ & £ Console 1 2565 4 . FH F 3B id STelnet i 5 %
FAWNGE, EER N P EITEE

# LIB S P AR GE T 2O RS AE, %559 N Huawei@123 %1, BB .

<HUAWEI> system—-view

[HUAWEI] user-interface console 0

[HUAWEI-ui-console0] authentication—mode password
[HUAWEI-ui-console0] set authentication password cipher Huawei@123
[HUAWEI-ui-console0] return

<HUAWEI> save

# LS P AU FGIE T sONAAANGE, P 4 Aadminl23, %755 NHuawei@123
M, BT,

<HUAWEI> system—-view

[HUAWEI] user-interface console 0

[HUAWEI-ui-console0] authentication-mode aaa

[HUAWEI-ui-console0] quit

[HUAWEI] aaa

[HUAWEI-aaa] local-user adminl23 password irreversible—cipher Huawei@123
[HUAWEI-aaa] local-user adminl23 service—type terminal

[HUAWEI-aaa] return

<HUAWEI> save

1837 BootROM 5% Console A& # Y
(AAET

SR ZBMAR £42, WEZEPITATRENEESA TEBRKR T, FHTTATHRES, B
L& R EHM, PATsaved S ARIEE A R FEH LHEMEE —HK.

AL BootROMEE L T 1& EkConsole [ & S &85 () Dhig, F 7 vl IAEAZ HHL A 8 5 12
tfConsole [ B350, RIGRGAICE . HIERW T PEETHE

1. illif Console R AT WAL, FFEFAZHN . T HBLLL FTEIE BN, %
NERGERE “Cul+B” 4 ABootROM# 1Y, 3 ABootROM F: 3 H.,

HE AT BIAE 2.

Press Ctrl+B to enter boot menu ... 1
Password: / /% ABootROMZ5 i

ASHHUTEE B

RYFRA 05 (2015-10-23) HENEHARERE R 3
MBI © HNEARFBR A



S1720&82700&S3700&S5700&S6700&S7700&S9700 7

HI S HRHL
LRI R

2 H LR G

HXER

Press Ctrl+B or Ctrl+E to enter BootROM menu ... 2
password: / /% NBootROMZ it

(D eg
® A X HAUY K A F A A ik A “CtltE” #ABootROME X %, HARIE L& 49
PN T Y

o & X RMAAEVIOOR006CO3Z AT MR A, BootROMEKIA 2L 4 huawei; 7&
V100R006CO3 A ZJ5 ¢ A, BKINZE A % Admin@huawei.com.,

® AEX K IAEVIOOR006Z Z AT 4 A, BootROMEKIAE A 4 9300; £VI100R006Z /5 49
A, BRINZE AL ) Admin@huawei.com.

® TRMAFRRALESNXERRH EF, HARFRERTAHE.
fEBootROM E 3 HL R ik $ “Clear password for console user” i ¥k Console [ %5 3¢ %
g,
FRHE L AL ER 7R, TEBootROME S HL N i+ “Boot with default mode” J& 5%
%’o
(Do
HiEE, WA TRERF “Reboot” HH, FNbARFRE LR L2,
FTERARAA G, #IT Console VG FI AT EINIE, EXEIZBAGIRELER
B A WNLE, FH P AT DARR 4 75 2200 B Console FH ' F I IR 77 A 0 . HoAk

fid & 5@ STelnet/Telnet & F 32 #AL ¥ B #7H) Console 0 B F /G, A

ATk &2 Console 1 Z 7Y

2.2 Telnet ERBRELFUNMIRE

RS0 T Telnet& 32505, A 0] LLid i Console M & 5% 32 Bl s 4 B #T ) Telnet & 5%

0,

(AR

VAT 75 Bt 40 44T A V200R008COORE A 49 S7700 35 He Al 91,
# 3813 Console 1 & ¥4 -

#+Consoleii {5 HHZEHIDBY (fL) ki APCHLEFICOM 7,  FEHBFRI-454 3k b i
AN IConsole I H1,

2. {EPC LATIF&um i JUAF, Wrdtidsk, WEELRNLD, REBEGESHT:

BREZ: 9600
- HdEfL: 8
- AFikAr: 1
- AEREAL: G
- Wi
iy “Connect” , ARYEFE NN ENC B %D, RS K.

# DLBSEVTY O AE 7 OV B IGIUE, % A Huawei@123 9%, FLEWT .
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<HUAWEI> system—view

[HUAWEI] user—interface vty 0

[HUAWET-ui-vty0] protocol inbound telnet  //V200R006 % 2 Hif iR A He4 8 F I HM S A Te lnet ¥, AT LAANHE
BT V200R007 K 2 JiG RRAR A A F AU B SCSSHIBMS, 2L E

[HUAWEI-ui-vty0] authentication-mode password

[HUAWEI-ui-vty0] set authentication password cipher Huawei@®123

[HUAWEI-ui-vty0] user privilege level 15

[HUAWEI-ui-vty0] return

<HUAWEI> save

# DL SRVTY OISR 77 ROVAAARAUIRIE, H /7 4 9adminl23, %54 yHuawei@123
R, BT,

<HUAWEI> system—-view

[HUAWEI] user-interface vty 0

[HUAWET-ui-vty0] protocol inbound telnet //V200R006 A Bif iR ASEA i FH (B N Telnet Bl , AT LAASED
BEIZIL V200R007 B2 J FRA B AR A F IR BB SSHEMY, e Z0TRC & .
[HUAWEI-ui-vty0] authentication—mode aaa

[HUAWEI-ui-vty0] quit

[HUAWEI] aaa

[HUAWEI-aaa] local—user adminl23 password irreversible—cipher Huawei@123
[HUAWEI-aaa] local-user adminl23 service-type telnet

[HUAWEI-aaa] local—user adminl23 privilege level 15

[HUAWEI-aaa] return

<HUAWEI> save

2.3 Web EREE XL {1 'I%JZ’E

RS0 T WebB 3209, ) al LLiB i Console . Telneta{STelnet /7 2\ & sk & WG
& B I Web & R &1,

Telnetth il A £ %42 X, E U F i it Console @ 3 STelnet XA KK &,

# LI P 4 admin123, %14 yHuawei@123 9%, BLEUWIT .

<HUAWEI> system—view

[HUAWEI] aaa

[HUAWEI-aaa] local-user adminl23 password irreversible—cipher Huawei@123
[HUAWEI-aaa] local-user adminl23 service—type http

[HUAWEI-aaa] local-user adminl23 privilege level 15

[HUAWEI-aaa] return

<HUAWEI> save

2.4 BootROM B E L FI{aikE

W SIE T BootROM# Y, H A LLTE B sk A8 bl s 78 F P A1 AT A 2 reset boot

password # & BootROME L. [ %5 i Ay 24 18 »

RGO T

o S HHLAEVIOOR006CO3 L HiFFIIA, BootROMERIA % i Hhuawei; fE
V100R006C03 & 2 Ja HIfRA, ERNE 1S A Admin@huawei.com.

o HEAXZHALEVIOOR006 K 2 B FIHRA, BootROMERIA 14593005 7EV100R006
ZEHIRRA, ERINES N Admin@huawei.com
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ks

LR R

Al

2 H LR G

2.5 BT E

HXER

MRFEIERICE, WERNHE) BLE, 15T 2 reset saved-configuration, HFR &%
TUESIE MR ESHE R, REERRS, ERNURIERRARE, HiksE
“N 2 K'f%ﬁ .

A EE

R EPAT I 4, BIEBAR LA R85 TRA.

<HUAWEI> reset saved—configuration

Warning: The action will delete the saved configuration in the device.

The configuration will be erased to reconfigure. Continue? [Y/N]:y

Warning: Now clearing the configuration in the device.

Info: Succeeded in clearing the configuration in the device.

<HUAWET> reboot

Info: The system is now comparing the configuration, please wait.

Warning: The configuration has been modified, and it will be saved to the next startup saved-
configuration file flash:/vrpcfg. zip. Continue? [Y/N]:n // AN ERE N7

Info: If want to reboot with saving diagnostic information, input 'N and then execute ’reboot
save diagnostic—information’.

System will reboot! Continue?[Y/N]:y

PA_E R A5 BE AT A S Bn T os v

LI
R E &) EE

2.6 B E Telnet KA A

# DU S P L B S0IE 7 SONAAATAURUE, 1/ 4 Hadmin123, #65%
Huawei@123 %1, BCEUTT.

AEEVEIHT B 1 W 5 A BE T Telnet R 55 28 ThRE o
(ssm

VAT 5 B4 44T VA V200R008CO0RE A 4 ST700 S ARALA 17,

<HUAWEI> system—view

[HUAWET] user—interface vty 0

[HUAWET-ui-vty0] protocol inbound telnet //V200R006 /% 2 Bif A&k 4 FH I B N Telnet pil, AT PAASED
B2 V200R007 M2 J FRABR AR A F I BB SSHEM, R ZTRCE .
[HUAWET-ui-vty0] authentication—mode aaa

[HUAWEI-ui-vty0] quit

[HUAWET] aaa

[HUAWET-aaa] local-user adminl23 password irreversible—cipher Huawei@123
[HUAWET-aaa] local-user adminl23 service-type telnet

[HUAWET-aaa] local-user adminl23 privilege level 15

[HUAWET-aaa] return

<HUAWEI> save

RYFRA 05 (2015-10-23) HENEHAREE R 6
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A AL
ARG 2 W WA SR

2.7 BL & A P45

A P EIGIE T A EENE (password) BUAIGUE (none) B, 7] LKA BAF A =UEE
BHPRS (CIVTYR ) S5 AmD -
<HUAWEI> system—view

[HUAWEI] user-interface vty 0
[HUAWEI-ui-vty0] user privilege level 15 //BCEVTY OFH ) Fif ) 251 M815

M P HAIE T ROVAAARHAGERS, 7T DURA UL 5 ECE - P 400 (LVTYH P
S AED , PLYedi i BB HIRBEK:
o [CEIEAHMH .

<HUAWEI> system—view

[HUAWEI] aaa

[HUAWET-aaa] local-user userl privilege level 15 //FcE M) userlff 45 N15

® E AT FrA T M .

<HUAWEI> system-view

[(HUAWEI] aaa

[HUAWEI-aaa] service-scheme schl

[HUAWET-aaa-service-schl] admin—user privilege level 15 //Bc& Al N15
[HUAWEI-aaa-service-schl] quit

[HUAWEI-aaa] domain domainl

[HUAWEI-aaa-domain—domainl] service—scheme schl //#Eifidomainl FgkE 557 Eschl

® CE NI g A R O S0

<HUAWEI> system-view

[HUAWEI] user—interface maximum—vty 15 //BCEVIYH 7 Sl kB H 15

[HUAWEI] user—interface vty 0 14 //i#ENO~14VTYH /- A ALK

[HUAWEI-ui-vty0-14] user privilege level 15 //FREVTY 0~VTY 14HH " FHHFFH 40415

28 IXERE

AP EEH P S E T, $U4T iy 2 screen-length screen-length | temporary |, %
B A b B BN AT H. AER LB AT a2, temporary SN LI,
F 148 5 o e B I i s AT 8. SRAETEIU T, 2w bR % 5 b o AT O 2447 .
YT V200R005 K Z B hiAs, EAESAET, #4767 % screen-width screen-length, X E
LK AR R A SRS OLT, KB RERERE R AIECR80F, AN AT
H—Ho XTV200R005Z G A, ASCRF@E Zar 2 A58 b won 8, BoRsIEcE
BIGNIEPCINALE: P

29 {FAELE ACL BN PRHEIAAEFR

T STelnet/ Telnet & 3 W44 J5 AP 1 LARC B ACLIUI PR 1 FH 7 2 sttt e
VR E TP I P P B 0 B SR W 4

(ARET
A% A Telnetis A A2 2 R, JEDUR P 4% ) STelnet V2&E F ik &-.
AEAE R A P C 2% F STelnet/Telnet B 5% ¥ %

# Bo B ACL 2005800, FR#HIVTY 0~VTY 45410 R U IPHIEA192.168.1.50) F Al
10.10.5.0/24 MBI H P& sk e s, BCEUTR.

<HUAWEI> system—view
[HUAWEI] acl 2005
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LR

2 H LA G

[HUAWEI-acl-basic-2005] rule permit source 192.168.1.5 0 //A¥FIPHihl~192. 168. 1. SR &5k

%o

[HUAWEI-acl-basic—2005] rule permit source 10.10.5.0 0.0.0.255 //F¥F10.10. 5. 0/24 % Bt (1 F & 5%

%o

[HUAWEI-acl-basic-2005] quit
[HUAWEI] user—interface vty 0 4
[HUAWEI-ui-vty0-4] acl 2005 inbound
[HUAWEI-ui-vty0-4] quit

2.10 FPECE N

BT IE R & EAMRIR, SR E TR, F P PLE IS FTP )y 20K B & S &0y
BRSSP PCHIIPHEEE 510.110.24.254/24, 4 IPHIEE410.136.23.5/24,
[IRRER TN

WEENFTPIR 548, FH F'PCIENFTPE /7 Ui
# I B B4 FTPY)RE MFTPRI 5 B,

<HUAWEI> system—view

[HUAWEI] ftp server enable

HUAWET] aaa

HUAWEI-aaa] local-user adminl234 password irreversible—cipher Helloworld@6789
HUAWEI-aaa] local-user adminl234 privilege level 15

HUAWEI-aaa] local-user adminl234 service-type ftp

HUAWEI-aaa] local-user adminl234 ftp—directory cfcard:/

HUAWEI-aaa] quit

[HUAWET] quit

# RAF B S HTAC

<HUAWEI> save

# MZ i PCIBIT FTPIE R ¥ 4%, Hi A\ 7 % admin1234F1% 1% Helloworld@6789,
IR Fbinary s k7 SCHHE T .

&3 LA Windows XPHE1E R G5 A6 1B .

C:\Documents and Settings\Administrator> ftp 10.136.23.5
Connected to 10. 136.23. 5.

220 FTP service ready.

User (10.136.23.5: (none)): adminl1234

331 Password required for adminl234

Password:

230 User logged in.

ftp> binary

200 Type set to I.

ftp>

# A BC B T

ftp> get vrpcfg. zip

200 Port command okay.

150 Opening BINARY mode data connection for vrpcfg. zip
226 Transfer complete.

ftp: YKH] 1257 575, B 0.03%p 40. 5557/,

[
[
[
[
[
[

® P PCIENFTPIRS %%, W&l ENFTPE F by
# A SIFTPAR S 25 F2 7 o
EH P PC LA ShFTPAR S 2 N AR 7, 16 B 0B B SCE LS8 15 . FTPAR S5 #%1P
Hodik. s A5 4R,
# AR M ATAC E -
<HUAWEI> save
# B FFTPIRS 2%,
<HUAWEI> ftp 10.110. 24. 254
Trying 10.110.24.254 ...
SCRYRRAS 05 (2015-10-23) HEREHRAREE R 8
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W LERIE4R R

2 H LA G

Press CTRL+K to abort

Connected to 10.110. 24. 254

220 WFTPD 2.0 service (by Texas Imperial Software) ready for new user //WFTPDJNASHSFTPR %S
2RTEF

User (10. 135. 86. 164: (none)) :admin123  //#AFH) 4.

331 Give me your password, please

Enter password: //#iNF /%64,

230 Logged in successfully

[ftp]

# F A IC B A

[ftp] put config. cfg

200 Port command successful.

150 Opening data connection for config. cfg.

226 File received ok

FTP: 1257 byte(s) sent in 0.03 second(s) 40.55Kbyte(s)/sec

(D eg

o M E X HE&WE A FPCE, H3TIA PPCLEE MR IREREE—5%, &
T—3, THEEIHEHITEPHART, HETHEN.

® wRAFEREHEEENEREIE, TIEHNTFTPH XE&EWERE XA, BEM FPC
YEATFTPIR A%, &Z&EVEATFTPA P 3%, sl Eidf2 58 E F P PCHEAFTPIRS %,
HBAE AFTPE P 55 04 1424000, R AL E RANIB S5 BAFHNIERE B/ P 4 HF
Ay, AR & L AT 44 tftp 10.110.24.254 put config.cfgBP T .

® TFTPH XEAH BARAIAIE, 1 E A0 SAEH 445, FTPH XA KARAINETH fE, K
RS A Ak, XM F R GFLELLRE, SOENLLEFRIFORIETRA. o
R PRk AMAe R RIS, EIUEASFTP V2. SCPRETPSH X & Wfic. B LA+,

2.11 kSR E X H

MHPRHMT THSRECE, SETHRE S E R, 1T LU 03 B BC B SRS B B %
FIEE RN TR E . DU A PCHIIPHLEEA10.110.24.254/24, & HIIPHBAE
N10.136.23.5/24 %1, FCEW .

1 EIEFTPIr AR & 6 A BC B A% a1 B 2% o

WA NFTPIRS 2%, AHIPCYENFTPE F i, R 4% 4 HOTC B SO AR v &
e

# e B WA IIFTPAR 55 28 Thiae X FTPH P B &,

<HUAWEI> system—-view

[HUAWEI] ftp server enable

[HUAWEI] aaa

[HUAWEI-aaa] local—user adminl234 password irreversible—cipher Helloworld@6789
[HUAWEI-aaa] local-user adminl234 privilege level 15

[HUAWET-aaa] local-user adminl234 service—type ftp

[HUAWEI-aaa] local-user adminl234 ftp-directory cfcard:/

[HUAWEI-aaa] quit

[HUAWEI] quit

# ML IRPCIE FTPEE W 4, Hi A\ % admin1234 51 %1%
Helloworld@6789, X Hbinaryf 0t 4T SO 4540

2% 3 A Windows XPEEAE & Gt NHIVEHH

C:\Documents and Settings\Administrator> ftp 10.136.23.5
Connected to 10.136.23. 5.

220 FTP service ready

User (10.136.23.5: (none)): admin1234

331 Password required for adminl234.

Password:

230 User logged in

ftp> binary

SCARYRRAS 05 (2015-10-23)
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HIS AL
W LERIE4E

2 H LA G

200 Type set to I.
ftp>

# ARy OB BRI .

ftp> put vrpcfg. zip

200 Port command okay

150 Opening BINARY mode data connection for vrpcfg. zip
226 Transfer complete

ftp: Ri% 1257 %45, HE 0.03%8 40.55F %1/ #.

F P PCYENFTPIR S %%, W AENFTPE 7 bty
# JABIFTPHR &S 28 F2 7

TEPC LA BhFTPAR S %5 B R 7, W B APl B SO AR S A2 . FTPARSS 25 1P
bk, BRSPS,

# B FFTPIRS 2%,

<HUAWEI> ftp 10. 110. 24. 254

Trying 10.110. 24. 254 ...

Press CTRL+K to abort

Connected to 10. 110. 24. 254.

220 WETPD 2.0 service (by Texas Imperial Software) ready for new user //WFTPDJYAHUFTP
MR #RTET .

User (10. 135. 86. 164: (none) ) :adminl23  //#AFH )" 4.

331 Give me your password, please

Enter password: //HIAFH &L,

230 Logged in successfully

[ftp]
# A L E SRR

[ftp] get config.cfg

Warning: The file config.cfg already exists. Overwrite it? [Y/N]:Y

/ /TR WA AT ORAF IIC B S AN SR P 75 R B AT B P IC B SO, W] LU EENJE A LA IR L
#1{;4’5, B REGHTE 4, RS A YT E S S A —8UE T T 80k 3 it &
Ao

200 Port command successful.

150 Opening data connection for config. cfg.

226 File sent ok

FTP: 1257 byte(s) received in 0.03 second(s) 40.55byte(s)/sec.

[ftp] bye

AT

® AL E LS L Rk TRERE S, xR PPC LA E XK ATE ik
&L—8, WRR—H, TRAEAEHEMIEYEART, FZHEM.

o WwRAFEEMLAEMENILELAE, TARATFTPH X T HIRS 5+ 69 & e
B, BLEA PPCEATFTPIRE S, X&EATFTPE F 5%, suitEidfz 5
B PPCHEAFTPIR G5, K& AFTPE Pk th /24000, R 2 AFE KR4
BREGIEREZR P 4 FE, HBERE EPITE 4 tftp 10.110.24.254 get
config.cfgBr =T,

® TFTPH REAH KARAINIE, T E A A XA 44%; FTPH XA EARAINIES)
B, WRAPIAEHEIE. IR T A HELLRE, EOENLEMFRITH
RETREA. WwRAF TR E&hbMEERKE, Trlik#EF SFTP V2. SCP3K
FTPSH X _EA% 3 T # B & LA4F.

2. WEMRE RN E SN T IR A Shle B S S W
<HUAWEI> startup saved—configuration config. cfg
<HUAWEI> display startup

MainBoard:

Configured startup system software: cfcard:/device software. cc

Startup system software: cfcard:/device software. cc

Next startup system software: cfcard:/device software. cc

Startup saved-configuration file: cfcard:/config_old. cfg  //¥ & XA AT & 1
2P

Next startup saved-configuration file: cfcard:/config. cfg  // FIRBEHIEE 4.

Startup paf file: default
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I EE 1N
i AR TR 2 W LR G ERAE
Next startup paf file: default
Startup license file: default
Next startup license file: default
Startup patch package: NULL
Next startup patch package: NULL

<HUAWET> reboot //HJH#%.

Info: The system is now comparing the configuration, please wait.

Warning: The configuration has been modified, and it will be saved to the next startup saved—
configuration file cfcard:/config.cfg. Continue? [Y/N]:N //%i ANBA 1BV & 24 00 O EC & R A7 3%
P SO A

Now saving the current configuration to the slot 13.

Save the configuration successfully

Info: If want to reboot with saving diagnostic information, input 'N and then execute
’reboot save diagnostic-information’.

System will reboot! Continue?[Y/N]:Y //#AYE)E %%

212 BEE BT STelnet ERig&

DL s P S B3 iE 77 ROV AAASRBUESUE, H 7 4 hadminl23, #6524
Huawei@123 4%, BCEUWIT .

# AE R S5 i A A L X

<HUAWEI> system—view

[HUAWEI] dsa local-key-pair create

Info: The key name will be: HUAWEI Host DSA.

Info: The key modulus can be any one of the following : 512, 1024, 2048
Info: If the key modulus is greater than 512, it may take a few minutes.
Please input the modulus [default=2048]:

Info: Generating keys...

Info: Succeeded in creating the DSA host keys.

#EEVTYH ) A .

[HUAWET] user-interface vty 0 4
[HUAWET-ui-vty0-4] authentication—mode aaa
[HUAWET-ui-vty0-4] protocol inbound ssh
[HUAWEI-ui-vty0-4] quit

A R

Yo R X &P OZERE TVTY 0~ VTY 4578 LFHF WA Telnets XK., 2o HA55% A
SSH7 X,, Bt HATAEFREE, AL Telneth REFX L. Ll DR F LB
BEVTY 0~ VTY 47& LF el Hall, B LFFTH 69X, 12 R BL E STelnet/z =T vA
F#ATprotocol inbound sshé4~Ee EVTY 0~ VTY 45d L #49¥4X 4 SSH.

# M 4 Nadmin123SSHA ', HAAE 7 2 N Password .

[HUAWEI] aaa

[HUAWEI-aaa] local-user adminl23 password irreversible—cipher Huawei@123
[HUAWEI-aaa] local-user adminl23 service—type ssh

[HUAWEI-aaa] local-user adminl23 privilege level 15

[HUAWEI-aaa] quit

[HUAWEI] ssh user adminl23 authentication—type password

# W4T JE STelnet AR 55 T B .

[HUAWET] stelnet server enable

# I & SSH /" admin123 K iR 5% 77 NS Telnet
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W WA 2 LR GERAE
[HUAWEI] ssh user adminl23 service-type stelnet
#ORIE S =B (FIAIPUTTY) Bk, AR IIPHibE, BN
SSH, % AH 7 2 F1 i STelnet & 5% 1% 7%
fic & STelnet/& 75 BN MR 77 Be & 5 G 1E RS ALE N 4Tssh client first-time
enableflIstelnet 127.0.0.147 2> S # W& A . (R LB SR, MCERE K, &
U=
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HIA AL
LRI 3 W AR B R AT

BB EERE

XFAE

S ERRE R B LR AT

3.1 F 45 ¥
3.2 BRI S
3.3 &0 T IR A
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HI AL
LR 3 W AR B R AR

3.1 E&E#H

Y&, £ EREHEBNHLT, S ETERETREE R 4ey S, W]
PAF BT A AN HAL B . AT BB, EHNUR B3R 35
NHEBRGL; & SHMTHF T HN L

FHER R, BRI ECE RGUEy T, A7 AT DA SR AT 32 0 4R & i 3
PR BN, AT BB S, WA IEEBAT R M EERE ER R 8, Wk b
A7 0028 FH FEPACHS 109 2 T A2

# 0 R GEEAT A A (4

<HUAWEI> system—view

[HUAWEI] slave switchover enable

[HUAWEI] slave switchover

Warning: This operation will switch the slave board to the master board. Continue? [Y/N]:y

3.2 EMURRE S EEHE

PRI FE AN B 84T I TR) S SMA A 25 AR B2 o PRI DBy, s AT I (BRS¢
R . R IR e N, xR AR Ay DAL RE P AR R
Wi, WO B WA R, AR I W E VRN, A, R, 3R
W B T 1

(AR
e Xk & L F.
# ¥4 Slot ID O 15 7% IR 5 B R E W E N T R20°C, LFR45°C.

<HUAWEI> system—-view
[HUAWET] temperature threshold slot 0 lower-limit 20 upper-limit 45

3.3 2R ERIRE H{E

BRAETEDLT XU R A [ € 1R DN AT IR BRI . R A 2 T B TR (TR
B, U S A NP BRI (EUR 75 B AR B A, U AT DU b iy & R i
9 JRR PRV T BRI, RS i P 5 B R AR T SR T B B, X XU R AR AR T
ﬁﬁ@%ﬁﬁﬁ@ﬁﬁﬁ%%ﬂ%%ﬁQ&Eﬁ?ﬂ%%%ﬁﬁﬁﬁﬁﬁiéﬁﬁm
LEud

A (1) JX et R TR i FEE R R L P R SR ) {1 v i display fan speed-adjust
threshold minusfiy & & 7% .
# P R B XU A 1 iR BRI PR IR 10°C

<HUAWEI> system—view
[HUAWEI] set fan speed-adjust threshold minus 10
Info: Succeeded in setting the fan speed—adjust threshold
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HIAZ AL
ARG 4 BB ERAE

I RIGIRIE

RXFAE

BRI H WA .
4.1 Tl B WL %2t
4.2 it & v 5215
43 A MBBR

4.4 MRS AGBC &
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4.1 BEE MRG0

Fo B AR — M BB ThRE, H 2 SE R B b P B RO B 1 o i UL ] 73 A
P E AN R B PR 7 30 SR B E S LU S TN T — S g 4, FERT
BRI O, BBim 02 g0E A WS D4l Kt R E - REl: NEERNE
HY, RN T RETTE.

RESNRIKO
® M, ML O S I i e

<HUAWEI> system-view
[HUAWEI] observe—port 1 interface gigabitethernet 1/0/1

o T imAEW SR T, BPWEER b CE I R 2 T R R 1 A4 T R B AR R O
<HUAWEI> system-view
[HUAWEI] observe—port 1 interface gigabitethernet 1/0/1 vlan 10

o =AWy, EPANE CE I = 2 M4 A i 1 R B R C (X
S7700/S970037 £5)

<HUAWEI> system-view

[HUAWEI] observe—port 1 interface gigabitethernet 1/0/1 destination—ip 10.1.1.1 source-ip
10.2.2.2

MEEMEMWEIEL (V200R005 KL A1)
®  RHIAIEIE T, BRSO S M R EE

<HUAWEI> system-view
[HUAWEI] observe—port 1 interface-range gigabitethernet 1/0/1 to gigabitEthernet 1/0/3

o T imAEW SR 1, BPWEER b CE I R 2 T R R 1 A4 T R BRI O
<HUAWEI> system-view

[HUAWEI] observe—port 1 interface-range gigabitethernet 1/0/1 to gigabitEthernet 1/0/3 vlan
10

o —RIEREM S AR ERE

4.2 Bo B ORIR

BEE1: 1/xO%M®

P — G T HROCE I B — g O b B0 850 CTGE2/0/1 N7 ) ik
3 RIS S HI RIS 5 I1GEL/0/1 1, GE1/0/1 5 W% % % Hi% .

<HUAWEI> system-view

[HUAWEI] observe—port 1 interface gigabitethernet 1/0/1

[HUAWEI] interface gigabitethernet 2/0/1
[HUAWEI-GigabitEthernet2/0/1] port-mirroring to observe-port 1 inbound

BlE 1: NigO®

B — AN A5 3w T F RS H BINASAS B o &2 1 o Bl 4450 I GE2/0/1 N7
) 3R S CRPEU B B S0) B4 B EL 1 GE1/0/1~GE1/0/3 |, GE1/0/1~GE1/0/3
WS EE.

® Wi s iZ AT &
<HUAWEI> system—view
[HUAWEI] observe—port 1 interface gigabitethernet 1/0/1
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[HUAWEI] observe—port 2 interface gigabitethernet 1/0/2

[HUAWEI] observe—port 3 interface gigabitethernet 1/0/3

[HUAWEI] interface gigabitethernet 2/0/1

[HUAWEI-GigabitEthernet2/0/1] port-mirroring to observe—port 1 inbound
[HUAWEI-GigabitEthernet2/0/1] port-mirroring to observe—port 2 inbound
[HUAWEI-GigabitEthernet2/0/1] port-mirroring to observe—port 3 inbound

o Eim L EHATELE (V200R005 % J5 A £

<HUAWEI> system-view

[HUAWEI] observe—port 1 interface-range gigabitethernet 1/0/1 to gigabitEthernet 1/0/3
[HUAWEI] interface gigabitethernet 2/0/1

[HUAWEI-GigabitEthernet2/0/1] port-mirroring to observe—port 1 inbound

ACE N: 1mO%%

FENAGEAG S O RS E B — AN gt O F. . 45155 1 GE2/0/1 ~GE2/0/3
7RI CRIFRIRC B IS EHI B %20 T GE1/0/1 |, GE1/0/15 W& Hik.

<HUAWEI> system—-view

[HUAWEI] observe-port 1 interface gigabitethernet 1/0/1

[HUAWEI] interface gigabitethernet 2/0/1

[HUAWEI-GigabitEthernet2/0/1] port-mirroring to observe-port 1 inbound
[HUAWEI-GigabitEthernet2/0/1] quit

[HUAWEI] interface gigabitethernet 2/0/2

[HUAWEI-GigabitEthernet2/0/2] port-mirroring to observe-port 1 inbound
[HUAWEI-GigabitEthernet2/0/2] quit

[HUAWEI] interface gigabitethernet 2/0/3

[HUAWEI-GigabitEthernet2/0/3] port-mirroring to observe-port 1 inbound
[HUAWEI-GigabitEthernet2/0/3] quit

HXER
BARWIE
BBEERER
BRI
ML
e e B3 DGR

4.3 i EREREK

TBEBOE TR R B LR VLANI, R R e R ROCR i 20 %0 1 b, s
BEAE AN 58 SRR SCREAT T

MBEA 2 TACLAZETMQC (IR %3 rd%) PAECE . ArFRCERME, (HE
B R SR ILRC R OSCRR 2, i R SZHRF AT ) (RIS 7D 8 A

JRETE AR, HRSCRILE IR SCEMIATE 2, mWHATT . Hm (RUKIEHR
ST BB RS RS -

EEET ACL WHESK
1. 41REWERO. Fl: AE S % & EER A28 1 GE1/0/1.

<HUAWEI> system—view
[HUAWET] observe-port 1 interface gigabitethernet 1/0/1

2. QIEACL. flan: G —/ZACL, BCERIHINZILAEC802. 1pfh S N6 IR 3.
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ARG 4 BB ERAE

[HUAWEI] acl 4001
[HUAWEI-ac1-L2-4001] rule permit 8021p 6
[HUAWEI-acl-L2-4001] quit

3. FCEWEL. Bl
- CREAE A TR (RIERARSCTT IR 802.1pttFe K N6 HIFR ST 2 il
FIW 85 TGE1/0/1
[HUAWEI] traffic—mirror inbound acl 4001 to observe—port 1

= BVLAN 10 F s N5 1802, 1pH 56 20 6 AR SC A i 2 WL 431 11
GE1/0/1.

[HUAWET] traffic-mirror vlan 10 inbound acl 4001 to observe—port 1

- K HGE2/0/1 N7 [0]802. 1 pfe 56 2 6 ()4 SC K il 31 W %25 1 GE1/0/1
[HUAWEI] interface gigabitethernet 2/0/1
[HUAWEI-GigabitEthernet2/0/1] traffic—mirror inbound acl 4001 to observe—port 1

BEEET MQC HIRER
1. 41 BEEWENw D, flan: MES NSRS EENARME S5 TGEL/0/1 .

<HUAWEI> system-view
[HUAWEI] observe—port 1 interface gigabitethernet 1/0/1

2. GBI, Bl AR Kl FHECE R/ SN2 ULREL802. 1pf e 2L 61
"o
[HUAWEI] traffic classifier cl
[HUAWEI-classifier—cl] if-match 8021p 6
[HUAWEI-classifier—cl] quit
3. BIEIMERBGERAT N, Bl GIERAT AbL, FFECEE NS -
[HUAWEI] traffic behavior bl

[HUAWEI-behavior-bl] mirroring to observe—port 1
[HUAWEI-behavior-bl] quit

4. BIEEREES, H R BFRAT NG E BIREE . Blan. BIEmEREpl, K
b T BC B AU R ANRAT R E B SR e pl b
[HUAWEI] traffic policy pl

[HUAWEI-trafficpolicy—pl] classifier cl behavior bl
[HUAWEI-trafficpolicy—pl] quit

JS2 FH AL S o 451

— BN AT i N T A CRPRERGR ST TR 802 1pfIt S N6 IR SC E
P W &L 1GE1/0/1 .
[HUAWEI] traffic-policy pl global inbound

- FEVLAN 10°F BT A 3 AT 1802, 1p It 56 4 6 i ST A2 i 1) L 42 i 11
GE1/0/1.

[HUAWEI] vlan 10
[HUAWEI-v1anl0] traffic—policy pl inbound

- K HIGE2/0/1 N TJ7 171802. 1p it Je 4k N6 1)1 S A2 i 3 WL 8 1 GE2/0/1 6

[HUAWEI] interface gigabitethernet 2/0/1
[HUAWEI-GigabitEthernet2/0/1] traffic—policy pl inbound

4.4 RFRRIGECE

ARG IR, R B RS EEIE I E MR, nIan RS T A
1. AT T2 display current-configuration, & W& YHIHRGIMNICE . FlW: fE&&

W

FEEIFCUHRED T
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HI AL
LR

4 H LGB ERAE

<HUAWEI> display current—-configuration

#

vlan batch 10 20 30

#

observe—port 2 interface GigabitEthernet1/0/1

#
interface GigabitEthernet1/0/1
#
interface GigabitEthernet1/0/2

#
interface GigabitEthernet2/0/1

port-mirroring to observe—port 2 inbound
#

e85 015 11 R #0447 v 2 undo port-mirroring, MR %25 11 5855 i 1 FI45 5 %
R, WEHAG N D @ . Ban: 25 128 I GE2/0/11K 5 5 18 viig
T,

<HUAWEI> system—view

[HUAWEI] interface gigabitethernet 2/0/1

[HUAWEI-GigabitEthernet2/0/1] undo port-mirroring to observe-port 2 inbound
[HUAWEI-GigabitEthernet2/0/1] quit

1E R G R $U4Tfir 2 undo observe-port, MIERM &5 O, Flan: K2 1206
H L5 IS, KR GE1/0/11% 5 9 8 s 1 o
[HUAWEI] undo observe—port 2

RAEEPATH2E, RISeMBRILE 0 1 5550 D FRE R R, 4 REMIER UL 5
Ho
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HIAZ AL
ARG

5 % I MAC #4E

HE

1 MAC #4E

XFAE

- AMACHLE ) H LA o

5.1 BEFAMACHL

5.2 BHFAHE L ] B MACHE
5.3 BEHE/NVLANY: > FI{IMACHHE
5.4 BH KRG HIMACHIE

5.5 A FIMACHAE

5.6 1 VLANIFE [ [ MACHE
5.7 Bic B #SMACHU L

5.8 il B HRIAMACHL I

5.9 &5 ML BEMACHHE ()2 AL a]
5.10 Fic & v H 22 4
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HIAZ AL

W LERIE4E R

5 % I MAC #4E

5.1 EFHA MAC #uht

HXER

# P47 7T 2 display mac-address, 75 FTH FIMACHLIEZR T,

<HUAWEI> display mac—address

MAC Address VLAN/VSI Learned-From Type
0000-0000-0002 10/- - blackhole
0000-0000-0003 300/- GE1/0/3 static
0026-6e5c—feac 3000/— Eth-Trunk2 dynamic
0000-c116-0201 —/test Eth-Trunk3 dynamic

Total items displayed = 4

PR
WA HMACFIARPRIR

5.2 EF X MEOZE I B A MAC Hiik

# P47 774 display mac-address dynamic gigabitethernet1/0/1, 275 11GE1/0/124 2] E
FIMACHLHE R T

<HUAWEI> display mac—address dynamic gigabitethernetl/0/1

MAC Address VLAN/VSI Learned-From Type
0000-0000-0003 300/~ GE1/0/1 dynamic
0026-6e5c—feac 3000/- GE1/0/1 dynamic

Total items displayed = 2

5.3 F R VLAN Z 3 3|a0 MAC it

# P47 i 4 display mac-address dynamic vlan 10, &EVLAN 1027 2] 2|FIMACHER
B

<HUAWEI> display mac—address dynamic vlan 10

MAC Address VLAN/VSI Learned-From Type
0000-0000-0003 10/- GE1/0/1 dynamic
0026—-6e5c—feac 10/- GE1/0/2 dynamic

Total items displayed = 2

54 BEBFBRGH MAC Hthik

HF TR, WAAKIMACHINE B T FIMACHE . AT LUES R pifh iR, &FE
W IMACHEE .
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® T4 display interface gigabitethernet1/0/1, &7~{5 5 41£]00e0-f74b-6d00, L
N A IMACHE .

<HUAWEI> display interface gigabitethernet1/0/1

GigabitEthernet1/0/1 current state : UP

Line protocol current state : UP

Description:

Switch Port, Link-type : access(configured),

PVID : 103, TPID : 8100 (Hex), The Maximum Frame Length is 9216

IP Sending Frames’ Format is PKTFMT ETHNT 2, Hardware address is 00e0—f74b-6d00

®  TEV200RO002MA N 2 JG A, #4774 display bridge mac-address, & % %1
MACHHE.
<HUAWEI> display bridge mac—address
System bridge MAC address: 00e0-f74b—-6d00

5.5 EFZOM MAC itk

# AT 17 2 display interface gigabitethernet1/0/1, I/~ 15 2 H'[1100e0-f74b-6d00, Ny
EORMACH L. X 220, O KMACHBER 3 & FIMACHIE AR R .

<HUAWET> display interface gigabitethernetl/0/1

GigabitEthernet1/0/1 current state : UP

Line protocol current state : UP

Description:

Switch Port, Link-type : access(configured)

PVID : 103, TPID : 8100(Hex), The Maximum Frame Length is 9216

IP Sending Frames’ Format is PKTFMT ETHNT 2, Hardware address is 00e0—f74b—6d00

5.6 &F VLANIF ## O/ MAC ik

# $h7 i % display interface vlanif10, 2715 5 H1100e0-0987-7891, E[IJyVLANIFH
MHIMACHEE o

<HUAWEI> display interface vlanif10
Vlanifl0 current state : DOWN
Line protocol current state : DOWN
Description:
Route Port, The Maximum Transmit Unit is 1500
Internet Address is 172.10.1.2/24
IP Sending Frames’ Format is PKTFMT ETHNT 2, Hardware address is 00e0-0987-7891
Current system time: 2014-08-14 16:40:09+08:00
Input bandwidth utilization : —
Output bandwidth utilization : —

5.7 L EER7S MAC Hbht

5 A AHE B B E AT S BUE AT S IMACHL IR B N ASMACET,  Af LLRIE
Hz 4l .

<HUAWEI> system—-view

[HUAWET] vlan 10 //GIZVLAN 10

[HUAWEI-v1an10] quit

[HUAWEI] interface GigabitEthernetl/0/1

[HUAWEI-GigabitEthernet1/0/1] port link—type access

[HUAWET-GigabitEthernet1/0/1] port default vlan 10 //#: i Avlanl0

[HUAWEI-GigabitEthernet1/0/1] quit

[HUAWET] mac-address static 0000-0012-0034 GigabitEthernetl/0/1 vlan 10 //BcEHZASMACHLNE, Emacih
11E0000-0012-0034 1422 [ GigabitEthernetl/0/ 1 S48 E
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BIAZ L
W WA 5% I MAC #4E

ARETE

MACHAE SR 7 6948 1 550 8, T vlan 54645 T 69 VLAN, W ELiZ VLANS IR 58, C 4] &,

5.8 fif & & MAC It

N T B b BB MACHNE Y A P S e 2%, rE RS A A P IMACHHEIE B R
HURMACHUIE . 414U E) H FIMACEJFMACHLIE A BIRMACHUIE Ik, BHEE

F,
AR AEF A B ERMACHHE R 720 4R BIAMACH ML AR T VLANTK) 2 H
MACHEHE .

® ERGMET, FLEMACHNE0000-0012-0034 44 5 HIHMAC.
<HUAWEI> system—view
[HUAWET] mac-address blackhole 0000-0012-0034

o HARAGMET, HEMACHIHE0000-0012-00357EVLANTON #% 1 N A EIFAMAC
ik,

<HUAWEI> system-view
[HUAWET] mac-address blackhole 0000-0012-0035 vlan 10

5.9 EFAIE MAC Huik a9 1L aTiE]

#IERGMET, $AT 4 mac-address aging-time 600, [t & 5)SMACHHE ) Z AL
[8] 960080, kA Z AT [F] 23004

<HUAWEI> system—-view
[HUAWET] mac-address aging—time 600

# EAEEMET, P47 a4 display mac-address aging-time, 5 A2 SMACHNEE
AL F ]
<HUAWEI> display mac—address aging—time

Aging time: 300 second(s)

5100 BB OR e

P B 224 hRe, AT CASEIUH P I sh &S0 E . I B 1 LIMACHIE 27 > R 20
Thae Al PARHAE HABARS AR IIMAC LB A DA LB, $Emisi s SN %
£tk

# it & gigabitethernet1/0/14% I )3 1 22 4= TN RE

<HUAWEI> system—-view
[HUAWET] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] port—security enable

# it & gigabitethernet1/0/1482 [ IIMACHIbE % 2] BRI K5, Bl 2 7] LA% 2] BI5PMAC
Huhk 2RI

<HUAWEI> system—view

[HUAWEI] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] port-security enable
[HUAWEI-GigabitEthernet1/0/1] port-security max—mac—num 5

(steg

LB E B O MACHIE 3 5] FRABI S AT, 480 560 LR 4854 0 22T 6E,
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HIAZ AL
ARG

6 5 WL LUK LR AF

7 L LUK P O R4

RXFAE

VAR 4 8 R AR, i 12055
6.1 Hic B iy 140

6.2 Mic B i - B =g

6.3 fic B Combod% 1 TAERL

6.4 Mo B 2 I A

6.5 T B0 T AR

6.6 fic B # M P14 31 = 28X

6.7 — R O N E
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HIS AL
LRI 6 5 WL UK LR AF

6.1 Bt Bim4A

B & 1m0 4H

# it B # 1 GE1/0/9 2 GE1/0/15 in A 2 i it 3ty 1 2 (fi H port-group group-member iy
A

)e

<HUAWEI> system-view

[HUAWEI] port-group group—member gigabitethernet 1/0/9 to gigabitethernet 1/0/15
[HUAWEI-port—group]

# fic B 4% I GE1/0/16 EGE1/0/20 1 N 2 Ifi it 3% 1120 (f# Finterface rangefiy 4, Ihir 4
X V200R003C00 5% J5 SRR A CHE) -

<HUAWEI> system—view
[HUAWEI] interface range gigabitethernet 1/0/16 to gigabitethernet 1/0/20
[HUAWEI-port—group]

Ao B ok AimH4E

# it B 4% H GE1/0/1 &£ GE1/0/8 M A F7K A3 H 4 portgroupl  (ffi Hport-groupdn 2 .
<HUAWEI> system—view

[HUAWEI] port-group portgroupl

[HUAWEI-port-group—portgroupl] group—member gigabitethernet 1/0/1 to gigabitethernet 1/0/8

HXER

Btz
BEORERED T —HERE
MR

T B T A e L

6.2 B BiRAMRS

A& im OFREE

# BC B O GE 0/ AIGE /021 D B B DhRE, SClm AN D 2 i — BEEdRR S, —
JEH AR EIE.

<HUAWEI> system—view

[HUAWET] port-isolate mode 12

[HUAWEI] interface gigabitethernet 1/0/1

[HUAWEI-GigabitEthernet1/0/1] port-isolate enable group 1

[HUAWEI-GigabitEthernet1/0/1] quit

[HUAWEI] interface gigabitethernet 1/0/2

[HUAWEI-GigabitEthernet1/0/2] port-isolate enable group 1

[HUAWEI-GigabitEthernet1/0/2] quit

# fic B 4% HGE1/0/10 2. GE1/0/201) 3 1 B B DhRE, S22 M4 L2 IA) ) — = R 338 S5 b
1 o

<HUAWEI> system—view

[HUAWEI] port-isolate mode all

[HUAWEI] port-group portgroupl

[HUAWEI-port—group—portgroupl] group—member gigabitethernet 1/0/10 to gigabitethernet 1/0/20
[HUAWEI-port—group—portgroupl] port-isolate enable group 2
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2B YN
W LEEEYR R 6 5 UL UK N 1 #4E
(AR
SEFEX MM L HF B = EHBEAEX, SA7| & X ZHHVI00R006CO5H AL S2700S].
S2700ELR & 3 — B = B#/ Mg B4 X, V200R001 & JE 4 B AS1720. S2720. S2750EI. S5710-C-
LI. S5710-X-LI. S5700S-LI. S5700LIA ¥ 3 — B = E&RM& H4EX..
BEERNEE
# LB GE1/0/55GE1/0/6+ GE1/0/7. GE1/0/8M FE A fE B ThaE, SCILGEL/0/54% 11 %
B R BUER T IERIA B GEL/0/5. GE1/0/7. GE1/0/8.
<HUAWEI> system—view
[HUAWEI] port-isolate mode 12
[HUAWEI] interface gigabitethernet 1/0/5
[HUAWEI-GigabitEthernet1/0/5] am isolate gigabitethernet 1/0/6 to 1/0/8
HXER
BARIE
BORESED T —im OREE
LA
an e e B v O B S

6.3 it & Combo FEO T {EHE

Combo% A& K #4717 4 combo-port { auto | copper | fiber }, it & Combo#% 1 T.1E
i,

# fic B 42 I GE1/0/1 TAEAR R B AR
<HUAWEI> system—view

[HUAWET] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] combo—port copper

® {5 ComboZ 1 LIEH I Nauto, B HENEFEAN, RGN Combot 12

MA IR, FEARYE W N Dl AT B U

- ComboH FI&HEREMZ, *Combo)t IH4d FIGAERES, NCombofs ik
b NE v

- ComboHi & ERMLL, HCombod L4bT-UpIRA, BRI Combot
i B, Combotk Ok F N O, (HER&HE)H/S, Combofk
TAEB AR A AR

- ComboH O & ZEEMNEZ, HCombofk DT DownIRA, I Combodt K4
IR, Combof FKIEFEE A

25 BTk, Combotz M TAEREAN B Bhife #E0, R ZCombodt H S idi F G
B, M3 HE )G, Combofk MHEME LR ORI,

®  GEffi4E E Combotk NI TAERLAET, 75 EHLYE AR U 55 5% ity 15 2% 1 B2 12 11 2R Ak
ITHECE . R ANCombo FE F 55 o FEL I AHIE, W 75 2581145 7€ Combod 1) T
{ERE A copper; WA A iCombot M5 5% i)'t I AHZE, U 75 2258 1458 E Combo
O TAEB A Mfiber
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HI S HRHL
W OLERIEAER 6 5 WL UK LR AF

6.4 BpEEORZE

BEERT, FaiiiEROERR
# I & DK W32 O GE1/0/17E H P s A 20 13 7 3 % 9 100Mbit/s

<HUAWEI> system—view

[HUAWEI] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] negotiation auto
[HUAWEI-GigabitEthernet1/0/1] auto speed 100

(seen
GEAEZEU RIFEAMTBA T F IR EL R E, BAGEL R YGERE 1 RI),

EgHhEENT, EEEOERR
# I B LUK 32 I GE1/0/1 75 E B B s 45 R $0 7 33 2% A 100Mbit/s o

<HUAWEI> system-view

[HUAWET] interface gigabitethernet 1/0/1
[HUAWET-GigabitEthernet1/0/1] undo negotiation auto
[HUAWEI-GigabitEthernet1/0/1] speed 100

HXER
BARRIE
ROEERED T —In D B

6.5 BLEWN TR

BEERT, FailRENITERER
# e LUK 2 CIGE1/0/1/E B P A R W CA A TR .

<HUAWEI> system—view

[HUAWEI] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] negotiation auto
[HUAWEI-GigabitEthernet1/0/1] auto duplex full

EEHFEAT, EENTHER
# L LK) 43 1 GE L/O/LEE AR F 9 B850 B X TR X T

<HUAWEI> system—view

[HUAWEI] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] undo negotiation auto
[HUAWEI-GigabitEthernet1/0/1] duplex half

(steg

& X% &S5710HI. S5720HI. S5720EI£2S6720E149 438 Ak 535 10 ¥ R ¥ Hfie B W LA X,
AEXIXGXIEZR ) b tg4hp30 b 542 0 ¥ R L HF B TAEX,,

BXiER
BRiRIE
ENmERED w0 AW
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HI AL
W LEREAR 6 5 WL LUK LR AF

6.6 Bf EZ O3 = E1E5K

2 DAL R 47 7 2 undo portswitch, it & 42 1Y) #: 3] = 2.
# ¥ O GEV0N P14y = 28K

<HUAWEI> system—view

[HUAWET] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] undo portswitch
[HUAWEI-GigabitEthernet1/0/1] ip address 10.10. 10.10 255. 255. 255. 0

AT, UIRMEZEOLET R,

A Zar ST O = = 2Ry, 30T R R tiERE S (i
shutdown. descriptionfic &) , BIAVIRIIAEA T UARL . WR &AL S B A
It (filinport link-type trunkL &) , 75 BLKEZEE 1R (K9l 45 10 B 4 0375 I PR 30T %

iRt

MV200R003FRA I 4637 — 285 = ER U, IR &A: S5700EL.
S5700HI. S5710EI. S5710HI. S5720EI. S5720HI. S6700EI. S6720EI. S7700-
S9700.

XFFV200R005C00 5 J5 G2 A, EHZ 144 H iy 2-undo portswitch, 5 UK M4z [ —
JEAR A2 =BRSSO EIPHbAL .

6.7 —8BMREOTHEER

# 1E KRG N $AT 17 %4 clear configuration interfacei&RGE1/0/14% 10 F L & .

<HUAWEI> system—view

[HUAWEI] clear configuration interface gigabitethernet 1/0/1

Warning: All configurations of the interface will be cleared, and its state will be shutdown.
Continue? [Y/N] :y

Info: Total 5 command(s) executed, 5 successful, 0 failed.

# 163 LWL R 44047 67 2 clear configuration thisisFGE1/0/13% 0 R HIC & .

<HUAWEI> system—-view

[HUAWEI] interface gigabitethernet 1/0/1

[HUAWEI-GigabitEthernet1/0/1] clear configuration this

Warning: All configurations of the interface will be cleared, and its state will be shutdown.
Continue? [Y/N] :y

Info: Total 3 command(s) executed, 3 successful, 0 failed.
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HIAZ AL
ARG 7 5 W R A A

FERESERE

XFAE

IR DA HE % S 5 T RE 13 AR A

7.1 R ORI R A 40

7.2 ¥4 58 R B TR A L R

7.3 MERER -S4

7.4 ¥ Eth-Trunk$2 [ BC B (5 2

7.5 £ Eth-Trunk (1 % 72 2 1145 2

7.6 B VA SCRAI RS RS B A IR R D8 H
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HI AL
LR R 7 W ILERR R A A

7.1 R GEOMEMARER

# TEEth-Trunk 1 FF L5 0\ 11N B 53 42 1 GigabitEthernet1/0/1 3l GigabitEthernet 1/0/5 .

<HUAWEI> system—view
[HUAWET] interface eth—trunk 1
[HUAWEI-Eth-Trunk1] trunkport gigabitethernet 1/0/1 to 1/0/5

7.2 B E KSR O MR EE PR

MR R B3 2 AT G S AR 3, TS AR R B B

®  {FEth-Trunk#% L N 47 @7 2 undo trunkport interface-type { interface-numberl
[ to interface-number2 | } &<1-8>,

<HUAWEI> system—view
[HUAWEI] interface eth—trunk 1
[HUAWEI-Eth-Trunkl] undo trunkport gigabitethernet 1/0/1

®  TEk ALK R 4T iy 2 undo eth-trunk.

<HUAWEI> system—view
[HUAWEI] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] undo eth—trunk

7.3 MR SR

RIS IF
AT (R A AR A LRI, B 2 17,2 KedE B R TR A LR IR .

BRIESE
1F R G A R #1447 A2 undo interface eth-trunk trunk-id.

<HUAWEI> system—view
[HUAWET] undo interface eth—trunk 10

7.4 &BF Eth-Trunk FEOWECE SR

# £1 5 BT Eth-Trunk#% L E (5 B

<HUAWEI> display eth—trunk
Eth-Trunkl0’ s state information is:

Local:
LAG ID: 10 WorkingMode: LACP
Preempt Delay Time: 10 Hash arithmetic: According to SIP-XOR-DIP
System Priority: 120 System ID: 0018-82d4-04c3
Least Active—linknumber: 1 Max Active—linknumber: 2
Operate status: up Number Of Up Port In Trunk: 2
ActorPortName Status  PortType PortPri PortNo PortKey PortState Weight
GigabitEthernet1/0/2 Selected 1GE 10 262 2609 10111100 1
GigabitEthernet1/0/3 Selected 1GE 10 263 2609 10111100 1
GigabitEthernet1/0/4 Unselect 1GE 32768 264 2609 10100000 1
Partner:
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I EE 1N

i IR ETR R 7 Wk KA A
ActorPortName SysPri  SystemlD PortPri PortNo PortKey PortState
GigabitEthernet1/0/2 32768 00e0-fcbe-bbll 32768 262 2609 10111100
GigabitEthernet1/0/3 32768 00e0-fcbe-bbll 32768 263 2609 10111100
GigabitEthernet1/0/4 32768 00e0-fcbe-bbll 32768 264 2609 10110000

Eth-Trunkll’s state information is:
WorkingMode: NORMAL Hash arithmetic:
Least Active—linknumber: 1

According to SIP-XOR-DIP
Max Bandwidth-affected—-1inknumber: 8

Operate status: up Number Of Up Port In Trunk: 1
PortName Status Weight
GigabitEthernet1/0/1 Up 1

# BAEID N 10/ Eth-Trunk £ [T (LACPAL ) FI AL B A5 B

<HUAWEI> display eth—trunk 10
Eth-Trunkl0’ s state information is:

Local:

LAG ID: 10 WorkingMode: LACP
Preempt Delay Time: 10 Hash arithmetic:

System Priority: 120 System ID: 0018-82d4-04c3

Least Active—linknumber: 1

Max Active—linknumber: 2

According to SIP-XOR-DIP

Operate status: up Number Of Up Port In Trunk: 2

ActorPortName Status  PortType PortPri PortNo PortKey PortState Weight
GigabitEthernet1/0/2 Selected 1GE 10 262 2609 10111100 1
GigabitEthernet1/0/3 Selected 1GE 10 263 2609 10111100 1
GigabitEthernet1/0/4 Unselect 1GE 32768 264 2609 10100000 1
Partner:

ActorPortName SysPri SystemID PortPri PortNo PortKey PortState
GigabitEthernet1/0/2 32768 00e0-fcbe-bbll 32768 262 2609 10111100
GigabitEthernet1/0/3 32768 00e0-fcbe-bbll 32768 263 2609 10111100
GigabitEthernet1/0/4 32768 00e0-fcbe-bbll 32768 264 2609 10110000
# AA 1D 911 1 Eth-Trunk$% M (F L A5 0B MECE S & .

<HUAWEI> display eth—trunk 11
Eth-Trunkll’s state information is:

WorkingMode: NORMAL

Least Active—linknumber: 1

Hash arithmetic:

According to SIP-XOR-DIP
Max Bandwidth—affected—1inknumber: 8

Operate status: up Number Of Up Port In Trunk: 1
PortName Status Weight
GigabitEthernet1/0/1 Up 1

7.5 & Eth-Trunk B GIEOES R

# & ID N2[F Eth-Trunk [P R% B 422 1S B .

<HUAWEI> display trunkmembership eth—trunk 2
Trunk ID: 2

Used status: VALID

TYPE: ethernet

Working Mode : Normal

Number Of Ports in Trunk = 2
Number Of Up Ports in Trunk = 2
Operate status: up

Interface GigabitEthernet1/0/1,
Interface GigabitEthernet1/0/2,

valid, operate up, weight=1
valid, operate up, weight=1
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HIS AL
LRI 7 W LBERR R A A

7.6 EERFXFHHEERESEHBE R REOHE
(AFT

V200R005 & VA J& RE A 35 pbdpds,
#EE WA SR BE RS R A HEH MR i 3 H

<HUAWEI> display trunk configuration

Item Default Current Configured
trunk—group 128 2
trunk-member 8 16 16

< 7-1 display trunk configuration & {5 2 A

iy =| ik
Default BB DL T SCRFIFEth-Trunk (ALK o
Current A 24T RF U Eth-Trunk (A -
Configured WA M HTHC B M Eth-Trunk A%, 475 Currentd| A [F], U
£ ¥ 3 % % )5 Configured 51| it & 2430
trunk-group WA S FFIMEth-TrunkH 15 H .
trunk-member £ Eth-Trunk ZH SCHF I R 452 130
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HIAZ L
W WA 8 % W, VLAN #1F

Il VLAN #4E

HE

XFAE

A AVLANH WAERE .

8.1 fit B A #VLAN

8.2 L E M AVLAN

8.3 IKE £ 1 FVLANFI B il B
8.4 MIFRVLAN

8.5 1500 I I e i 25 Y
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HI AL
LR

8 % W, VLAN #:1F

8.1 #{t=8iE VLAN

REME F 4T 4 2 vlan batch, =4 VLAN,

BN 10MESIVLAN: VLAN11%|VLAN20,
<HUAWEI> system—view
[HUAWEI] vlan batch 11 to 20

MEA 10 ES M VLAN: VLAN10. VLANI5E|VLAN19, VLAN25. VLAN28

FIVLAN30.
<HUAWEI> system-view
[HUAWEI] vlan batch 10 15 to 19 25 28 to 30

[RAEY:

PFAERE LG VLANE, —KR S T A0 REL 4 VLANRKVLANK, #ZiT 104~
STV % kAR R A H#EATELE . #)4e: vlan batch 10 15 to 19 25 28 to 30 — 324/~ FRiE 4
#9VLANF,

8.2 HEOHEMA VLAN

Iy A AH, WA E Ot E I A VLAN.

accessfi 1287,

<HUAWEI> system-view

[HUAWEI] port—group pgl //B&ss H4Hpel

[HUAWEI-port-group—pgl] group—member gigabitethernetl/0/1 to gigabitethernetl/0/5 //#EEH
gigabitethernetl/0/1%lgigabitethernetl/0/5 1\ ¥i H4H.

[HUAWEI-port-group-pgl] port link-type access //#tEM&ZiHgigabitethernetl/0/1 to
gigabitethernetl/0/5HI5EE 5% Naccess

[HUAWEI-port-group—pgl] port default vlan 10 //ft= 4% Hgigabitethernet1/0/1 to
gigabitethernet1/0/5JIAVLANIO

trunk 2 1287,

<HUAWEI> system—view

[HUAWEI] port—group pgl //fl%¥s H4Hpel

[HUAWEI-port—group—pgl] group—member gigabitethernetl/0/1 to gigabitethernetl1/0/5 //4F#:LI
gigabitethernet1/0/1%F|gigabitethernetl/0/50 N ¥ I 4H.

[HUAWEI-port—group—pgl] port link-type trunk //#t=EA&E0H Hgigabitethernetl/0/1 to
gigabitethernetl/0/5/)5ERE 2 Ay trunk

[HUAWEI-port—group—pgl] port trunk allow—pass vlan 10 20 //#tEIH gigabitethernetl/0/1
to gigabitethernet1/0/51AVLANIOFIVLAN20

hybrid £z 1257,

<HUAWEI> system—view

[HUAWET] port—group pgl //f&im 1 4Hpgl

[HUAWEI-port-group—pgl] group—member gigabitethernetl/0/1 to gigabitethernetl/0/5 //#l4:M
gigabitethernet1/0/1%gigabitethernet1/0/50 A IH4H

[HUAWET-port-group—pgl] port link-type hybrid //ftE{&Em Hgigabitethernetl/0/1 to
gigabitethernet1/0/5HBEHE 5 Nhybrid

[HUAWET-port-group—pgl] port hybrid tagged vlan 10 //fitEJEif I 1gigabitethernet1/0/1 to
gigabitethernet1/0/5 Lk tagged /5 I A VLAN1O

[HUAWET-port-group—pgl] port hybrid untagged vlan 20 //ft&E i 1gigabitethernetl/0/1 to
gigabitethernet1/0/5 Pluntagged 5 z{il AVLAN20

8.3 EIEOT VLAN HIGRAECE

$2 0 N VLANK) B4 B B 4% 3 O I PVIDATE 4 A VLANI .

® kHaccessH MHIFETELHE -
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HIA AL
LRI

8 % W, VLAN #1F

<HUAWEI> system-view
[HUAWEI] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] undo port default vlan

W trunk £ RS TC B

<HUAWEI> system-view

[HUAWEI] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] undo port trunk pvid vlan
[HUAWEI-GigabitEthernet1/0/1] undo port trunk allow-pass vlan all
[HUAWEI-GigabitEthernet1/0/1] port trunk pvid vlan 1

P hybridHz OB BCE

<HUAWEI> system—view

[HUAWEI] interface gigabitethernet 1/0/1
[HUAWET-GigabitEthernet1/0/1] undo port hybrid pvid vlan
[HUAWEI-GigabitEthernet1/0/1] undo port hybrid vlan all
[HUAWEI-GigabitEthernet1/0/1] port hybrid untagged vlan 1

8.4 MiBk VLAN
W RN B B VAN B AN VL AN A7 20

MR BASVLAN10,
<HUAWEI> system—view
[HUAWEI] undo vlan 10

HIER AL FEVLANT10E|VLAN20.
<HUAWEI> system-view
[HUAWET] undo vlan batch 10 to 20

(D sten

V200R005ZFTHEA, 4R VLANCZ 402 VLANIF#: 2, MR VLANZ 77 56411% F undo interface
vianif @AM Rt 5 49 VLANIF4 o

8.5 {22 Ry HEE% KB

PO S 4%, 2 9°N: Accesss Trunk. Hybrid. Dotlg-tunnel. As[AJR
A, BORMPESITEAE .

®  V200R005 M2 J5ZEfRA: E AT fir2-port link-type { access | trunk | hybrid |

dotlqg-tunnel }, REMRIEIRRHA “y” Bl “n” o U O EVLANMWEE NEkE

FLER, ASHIRREE, SHEESEKRIEN.

- HRAN “y” ERZE, BE2ESIMERE D EVLANRIERROARLE, RERE
FE R B SR A N TR e i 2R A

- HHAN “n” JERIZE, WAAEARATARRE,  ORRR AT B0 RE R R AR L B
VLANPAC B A,

filhn: Kz R AUE A Hybrid.

<HUAWEI> system-view

[HUAWEI] interface gigabitethernet0/0/1

[HUAWEI-GigabitEthernet0/0/1] port link-type hybrid

Warning: This command will delete VLANs on this port. Continue?[Y/N]:y

Info: This operation may take a few seconds. Please wait for a moment. .. done.

®  V200RO05VARTIRAS: 44 1 EVLANMIERA FL E N ERAMAVLAN 1, 3 HPVID

ANVLAN 1, 0] LA AT v 2 port link-type { access | trunk | hybrid | dotlq-tunnel },

(CPreARE TR

- BB RAE SN Access
<HUAWEI> system—view
[HUAWEI] interface gigabitethernet0/0/1
[HUAWEI-GigabitEthernet0/0/1] port link—type access
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HIS AL
LR R

8 % W, VLAN #1F

[HUAWEI-GigabitEthernet0/0/1] port default vlan 10 //¥ B OIIPVIDYVLAN 10, Ff[EINE
VLAN 10fnA$:0

R % DR AB O Trunk

<HUAWEI> system—view

[HUAWEI] interface gigabitethernet0/0/1

[HUAWEI-GigabitEthernet0/0/1] port link—type trunk

[HUAWET-GigabitEthernet0/0/1] port trunk pvid vlan 10 //#E#:KPVIDYVLAN 10
[HUAWET-GigabitEthernet0/0/1] port trunk allow-pass vlan 2 10 20 //)VLAN 2. VLAN 10f0
VLAN 20/ N1

Kt D R MBSy Hybrid

<HUAWEI> system—view

[HUAWEI] interface gigabitethernet0/0/1

[HUAWEI-GigabitEthernet0/0/1] port link—type hybrid

[HUAWEI-GigabitEthernet0/0/1] port hybrid pvid vlan 10 //¥ & OPVIDAVLAN 10
[HUAWEI-GigabitEthernet0/0/1] port hybrid untagged vlan 2 10 //¥4% 0 AUntagged /7
AVLAN 2F1VLAN 10

[HUAWEI-GigabitEthernet0/0/1] port hybrid tagged vlan 20 //K#z10ATag /7 I AVLAN 20

R 1 B E U Dot g-tunnel

<HUAWEI> system-view

[HUAWEI] interface gigabitethernet0/0/1

[HUAWET-GigabitEthernet0/0/1] port link—type dotlq—tunnel

[HUAWETI-GigabitEthernet0/0/1] port default vlan 10 //¥¢ B IYPVIDNVLAN 10, XHiZ#EM
R AT BRI S G — E e — JZVLAN N 10 Tag

FEAS SRR, W% O EVLANRBC E AR EREE, S I R Heon s

=
I .

Error: Please renew the default configurations.

BRI 5 25EHHE O EVLANRIEC B B B, AR5 B Dk 2R .

P AccessE Dot 1 q-tunnel$% 1 _EVLANF 44 L &
<HUAWEI> system-view

[HUAWEI] interface gigabitethernet0/0/1
[HUAWEI-GigabitEthernet0/0/1] undo port default vlan

P & Trunk$% 1 - VLANI B4 Tic &

<HUAWEI> system—view

[HUAWEI] interface gigabitethernet0/0/1
[HUAWEI-GigabitEthernet0/0/1] undo port trunk pvid vlan
[HUAWEI-GigabitEthernet0/0/1] undo port trunk allow-pass vlan all
[HUAWEI-GigabitEthernet0/0/1] port trunk allow-pass vlan 1

P 2 Hybrid$% [_EVLANFI B id B

<HUAWEI> system—view

[HUAWEI] interface gigabitethernet0/0/1
[HUAWEI-GigabitEthernet0/0/1] undo port hybrid pvid vlan
[HUAWEI-GigabitEthernet0/0/1] undo port hybrid vlan all
[HUAWEI-GigabitEthernet0/0/1] port hybrid untagged vlan 1

SCAYRRAS 05 (2015-10-23)

HRNLHMRERE 36
FRALITAT © HENFARAT IR A 7



$1720&S2700&S3700&85700&S6700&S7700&S9700 %
HIAZ AL
ARG 9 % W QinQ #AF

1 QinQ #E

HE

XFAE

- HQInQI H WARAE .

9.1 fic B F:AQinQ

9.2 it & R QinQ

9.3 it B X} Untagged i SCARINAZ Tag Ll g
9.4 MHIBR R IEQinQHL &
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FIAZ AL
ARG 9 % W QinQ #AF

9.1 It EEAX QinQ

HAQINQ XA AEIEQINQ, ATy ASLIMN . DI R EAQINQIIAEfE, Bk
SONZHE DR R OSCR IN_E A% 18R VLAN ) Tag .

o INRIEILFIM R CA WA VLAN TaglhI4R 3L, 1R SN XU Tag IRIAR 3L

®  WIRILIRIE AU VLAN Tagf k3T, 23Rk SO BN A 1 1§54 VLAN Tagf
WL

# B 4MNEVLAN 10,
<HUAWEI> system—-view
[HUAWEI] vlan 10
[HUAWEI-v1anl0] quit

# lCE T ATHNGEL0/1,
[HUAWEI] interface gigabitethernetl/0/1
[HUAWEI-GigabitEthernet1/0/1] port link—type dotlq—tunnel //i% & 412575 Kydotlgq—tunnel

[HUAWEI-GigabitEthernet1/0/1] port default vlan 10 //%f4:IGEL/0/ 1R B AT BRIk L G —HE— 2
VLAN A 10/ Tag

# ficE _FATEIGE1/02iE £ 7 ZVLAN 10.

[HUAWEI] interface gigabitethernetl/0/2
[HUAWEI-GigabitEthernet1/0/2] port link—type trunk
[HUAWEI-GigabitEthernet1/0/2] port trunk allow-pass vlan 10

HXER
HARRIE
EE R ERQInQEIA

9.2 it E R 5E QinQ

RIEQinQ X FK AVLAN Stacking#QinQ Stacking, ‘& &3 T #1015 VLANASE & 1757
S8l

Bl B FoR: XF P JZVLAN 100~200/#SCAR I EVLAN ID A2 4h ZTag, XN )2
VLAN 300~400/14R ST EVLAN ID N34 ETag, XTVLAN 1000/ SR 2 1%
&,

o EXXHHAERFEQINQ

# QM EVLAN 2. VLAN 3RITE 2L 23 £ JVLAN 1000,
<HUAWEI> system—view
[HUAWEI] vlan batch 2 3 1000

# L& T ATHGE0/0/1.

[HUAWEI] interface gigabitethernet0/0/1

[HUAWEI-GigabitEthernet0/0/1] port link-type hybrid

[HUAWEI-GigabitEthernet0/0/1] qing vlan-translation enable //&= &%, WLISC(EREVLANGE #1)
fit

[HUAWEI-GigabitEthernet0/0/1] port hybrid untagged vlan 2 3  //#:[1LlUntagged 77 SIIAZIN)G
FIVLAN 2FIVLAN 3

[HUAWET-GigabitEthernet0/0/1] port hybrid tagged vlan 1000 //4%1iE{% 8 2ZVLAN 1000
[HUAWEI-GigabitEthernet0/0/1] port vlan—stacking vlan 100 to 200 stack—vlan 2  //X}PZVLAN
100~200 3R SCA I _EVLAN IDA2fI41M Tag

[HUAWEI-GigabitEthernet0/0/1] port vlan—stacking vlan 300 to 400 stack—vlan 3  //X}PZVLAN
300~ 400K S L VLAN 1D R3S Z Tag

[HUAWEI-GigabitEthernet0/0/1] port vlan—mapping vlan 1000 map—vlan 1000 //#&3\S5700EI.
S3TO0ETANS3700STRY B 2B AL [HVLAN, TR EEACE B B U 2 H & 1VLAN Mapping, HABEEAFERLE
[HUAWEI-GigabitEthernet0/0/1] quit
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HIAZ AL
AR 9 % W QinQ #AF

# ML E _BATH: I GE0/0/5i& % & 0 G B /N2 VLANAI 75 2 1 2 AL HTVLAN

[HUAWEI] interface gigabitethernet0/0/5
[HUAWEI-GigabitEthernet0/0/5] port link-type trunk
[HUAWEI-GigabitEthernet0/0/5] port trunk allow-pass vlan 2 3 1000

o EAZHAALE RIEQInQ

# G /NZVLAN 2. VLAN 3f175 2 8 2L FJVLAN 1000,

<HUAWEI> system-view
[HUAWET] vlan batch 2 3 1000

# LB MTEHGEL0/1.

[HUAWEI] interface gigabitethernet1/0/1

[HUAWEI-GigabitEthernet1/0/1] port link-type hybrid

[HUAWEI-GigabitEthernet1/0/1] port hybrid untagged vlan 2 3  //#:HLUntagged 5 RIIABINGE
FJVLAN 2F1VLAN 3

[HUAWET-GigabitEthernet1/0/1] port hybrid tagged vlan 1000 //4% & f£ #ZVLAN 1000
[HUAWEI-GigabitEthernet1/0/1] port vlan-stacking vlan 100 to 200 stack-vlan 2 //X}PJZVLAN
100~ 20013 SCHAN_EVLAN 1D N2 412 Tag

[HUAWEI-GigabitEthernet1/0/1] port vlan-stacking vlan 300 to 400 stack-vlan 3  //X}PJZVLAN
300~400f 4K I _LVLAN IDA3HIAMZETag

[HUAWEI-GigabitEthernet1/0/1] port vlan—mapping vlan 1000 map—vlan 1000 //S7700f
ESOD0G24SA00FIESODOG24CA00 AR « S9T00KIEHID2G24SSAOHIEH 1D2S24CSAQ HLAR X B JZ3BE A& (IVLAN, 7 BEE
B A SR E S VLAN Mapping, HoAth AN ZE N E

[HUAWEI-GigabitEthernet1/0/1] quit

# L E BATH O GE2/0/1iZE A% & G F17NZ VLANA 7 2 2 iE £ TVLAN

[HUAWEI] interface gigabitethernet2/0/1
[HUAWEI-GigabitEthernet2/0/1] port link-type trunk
[HUAWEI-GigabitEthernet2/0/1] port trunk allow-pass vlan 2 3 1000

HXER
TRtz
iR R ERQinQEAR

9.3 BELE X} Untagged RITHRMME Tag IhEE

# fic B 4% 1 GE0/0/ L AU B UntaggedI® 5,  BLIETRINXUZ Tag I L fE -

<HUAWEI> system—view

[HUAWEL] vlan 10  //BI@EXUZETagH 4MZETaghf RIFVLAN

[HUAWEI-v1an10] quit

[HUAWEI] interface gigabitethernet0/0/1

[HUAWEI-GigabitEthernet0/0/1] port link—type hybrid

[HUAWET-GigabitEthernet0/0/1] qinq vlan—translation enable //# %, WAIZe(iAEVLANES HiThfE, HE
KA THERE

[HUAWEI-GigabitEthernet0/0/1] port hybrid untagged vlan 10 //#%[1LUntagged 7 SANA BN G HISNE
VLAN 10

[HUAWEI-GigabitEthernet0/0/1] port vlan—stacking untagged stack—vlan 10 stack—inner-vlan 5 //i%$%
B Untaggedif 30, BINPIEVLAN Tag, WJZVLANAS, 4HZEVLANAIL0
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HI S HRHL
LRI R

9 H I, QinQ #-1E

ARETE

BXER

£ X.85700S1#2S5700EL, 4EX,S770049 ESOD0G24SA00F2ESOD0G24CA00£ 4. S970049
EH1D2G24SSA0FEH1D2S24CSAQ$ 45 R % H bt & .

J2 Bt B 2t Untagged3h SR Am S E Taghg 4r4-it, 2k Mlhe TR T2 8, H k@it 44 port
link-type hybridiX & 4 7 ¢94£ 35 £ A 2 Hybrid.

[HUAWEI-GigabitEthernet0/0/1] port vlan—stacking untagged stack-vlan 10 stack-inner-vlan 5
Error: The port is not a Trunk or Hybrid port.

& XE, A E A Untaggedth LA ETagh 440, FE N TRFZE, Fhidide
4~qinq vlan-translation enable % #£ VLAN%% 4 3 48,

[HUAWET-GigabitEthernet0/0/1] port vlan—stacking untagged stack—vlan 10 stack—inner—-vlan 5
Error: Please configure qing vlan—translation enable on this port first.

A Bt B 3t UntaggeddR S m S E Taghy a0 4o0F, b MAe FAR-F42 &0F, 528 id 44 undo
port hybrid pvid vlanik 5.4 v ¢9PVID 4 8 418 1,

[HUAWEI-GigabitEthernet0/0/1] port vlan—stacking untagged stack—vlan 10 stack—inner—vlan 5
Error: This port has been configured with default VLAN or PVID, please undo it first.

BRRIE
i K EHQinQEA

9.4 HiIBR R iE QinQ FLE

# MERRE— 8 0 TP REQinQIT AL & -

<HUAWEI> system—view
[HUAWEI] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] undo port vlan—-stacking all

# MER REQInQH HE— MW EVLANKIEL & .

<HUAWEI> system—view
[HUAWEI] interface gigabitethernet 1/0/1

[HUAWEI-GigabitEthernet1/0/1] undo port vlan-stacking vlan 3 stack-vlan 10  //MHE& P EVLAN A3 R
THQinQfit B
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HIAZ L
W WA 10 % W, STP/RSTP #¢AE

& Il STP/RSTP 1k

XFAE

-4HSTP/RSTPINHE ) WA .

10.1 71 J5STP/RSTP

10.2 X AISTP/RSTP

10.3 e E AR LR

10.4 Jic B 34 Z i

10.5 1524 STP/RSTPHJcost{E
10.6 2% STP/RSTPIRZS
10.7 BHERMAE B
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HIAZ AL
ARG

10 % W, STP/RSTP #/E

10.1 7F/8 STP/RSTP
FE &5 STP/RSTP

fE ARG T AT i 2-stp enable.

<HUAWEI> system—view
[HUAWET] stp enable

F B3O STP/RSTP

TERE AL R 047 17 £ stp enable.
<HUAWEI> system—-view

[HUAWEI] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] stp enable

10.2 XM STP/RSTP
¥ £/ STP/RSTP

1E R G AL E T $147 #7 2 undo stp enable.

<HUAWEI> system—view
[HUAWET] undo stp enable

% H3#EO STP/RSTP

TEF: O B T #4772 undo stp enable.
<HUAWEI> system—view

[HUAWEI] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] undo stp enable

10.3 Big ER R

FEFE AL R $14T 75 2 stp root-protection .

<HUAWEI> system—-view
[HUAWET] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] stp root—protection

10.4 B BB %m0

TEH AL E R $047 fir 2 stp edged-port enable.

<HUAWEI> system—view
[HUAWEI] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] stp edged—port enable

10.5 {&2 STP/RSTP K cost {&

FEFE IRLIE R $0AT i 2 stp cost cost.
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HIS AL
W LERIE4E R

10 % W, STP/RSTP #/E

<HUAWEI> system—view
[HUAWEI] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] stp cost 20000

10.6 =& STP/RSTP 7S

# B A S PRSI GETHE B 2

<{HUAWEI> display stp brief

MSTID
0

o O OO

Port

GigabitEthernet1/0/22
GigabitEthernet1/0/27
GigabitEthernet1/0/28
GigabitEthernet1/0/35
GigabitEthernet1/0/40

10.7 EEFHRIFER

# BERMFIIERPIRSEE .

<HUAWEI> display stp bridge root

Role
DEST
DEST
DEST
DEST
DEST

STP State
FORWARDING
FORWARDING
FORWARDING
FORWARDING
FORWARDING

Protection
NONE
NONE
NONE
NONE
NONE

MSTID Root ID Root Cost Hello Max Forward Root Port
Time Age Delay
0 61440. 781d-ba56-f06¢c 0 20 15
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HIAZ AL
ARG

11 % . DHCP ##/E

& [ DHCP 3##4E

XFAE

M- ¢HDHCPHIH WERAE

DHCPR%5 2%, 4k, & /i AIDHCP Snooping L EE FH B 77 i AR A 1 11-1.

& 11-1 & AR~ AN AR

=]
(=]=]

LN RS =

&

ne»

VI100R006C05 L4

S HRFDHCPAR 55 23 A0 F 4k T E 1 72 S A4S
S3700SIA1S3700EI

SCHFDHCPES P m D RERA ™ RS . TR 7 i

X FFDHCP Snooping JJ R 1) i L4 «
S2700EI, S3700SIF1S3700EI

V200R001C00&CO01 °

SCHRFDHCPR 55 v A 2K DI RE K7 dh JE 25
$9700, S7700, S6700, S5710EI, S5700HI,
S5700EI, S5700SI, S3700HI

SCHRFDHCPR P DIRER ™ fhTAS: i 7
Y FFDHCP Snooping I RE I/~ s AT AT~

)
HH

V200R002C00 °

S FFDHCPHR 55 28 A1 2k T RE I 77 i TE 25
S9700, S7700, S6700, S5710EI, S5700HI,
S5700EI, S5700SI

SCHRFDHCPZ 7 3 L RE 7 T 25
ihDHCP SnoopingZ fig 17 ki ﬁﬁj»}: B =

FIIII
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HIAZ L
W LEEEYR R 11 % . DHCP $#/E
BREFRR A s
V200R003C00&C02&C10 ® S EFDHCPHRSS 28 A 2k I RE R P T2
S9700, S7700, S6700, S5710HI, S5710EI,
S5700HI, S5700EI, S5700SI
® T HFDHCPE Fufi hEEMI = IER: T =i
® 7 ¥FDHCP Snooping JREf = IE#: AT A~
[}
[2]E)
V200R005C00&CO1 ® L HFDHCPAR S 2 A1 gk ThRE 77 S A :
S9700, S7700, S6700, S5710HI, S5710EI,
S5700HI, S5700EI, S5700SI, S5700LI,
S5700S-L, S2750EI
® U HFDHCPE FumhRe = s Fra i
® 7 FFDHCP SnoopingJRe I = miEss: Frar=
M
V200R006C00 2% LA Ji5 il A= ® Y HEDHCPRSS 28 A gk TN RER P= i e 2S: F
Hr b
® U FFDHCPE FumBhae =4 Fra =i
® 7 FEDHCP Snooping eI~ i zs: Fia =
i
11.1 HBpAZ 5 3 3 BL 1P L
11.2 &A1
11.3 % i 43 e ] 52 TP it
11.4 BUH 7 7 b 73 FC ] 52 TPk
11.5 &F O H Pk
11.6 JE R PR Hu kit
11.7 ¥ Kbkt 7
11.8 4 /N bkt v [
11.9 B5 18 A5 E IDHCP IR %5 28 31 BU P A
11.10 S5 HIDHCPJIl %
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HI AL
LR

11 % . DHCP ##/E

11.1 HBr A& 5851490 1P Hlk

PAF 55 b a] DARG B L LeIpst ik A2 5 H 3l 73 B

TV A B 5 AR B2 B TP b YE 2 10.1.1.2~10.1.1.254 (WSl >y
10.1.1.1) o HRAMFEEFIDNSHR S 2, N T Rikfaett, FEEdTFIRE
IPHbIE510.1.1.100 3XBF, ATLPAHE10.1.1. 108 B A2 5 E 3h 4 Bt TP HE .

BET2RTAT, BRI A B HTARZ 7 b 7 F TP 1k 76 2 -
10.1.1.2~10.1.1.100 (&Ml N10.1.1.1) 5 AE T IBRIZ S i 43 e RO TP b i v [
fE: 10.1.1.101~10.1.1.254. W &MDHCPAR S %5, B A& M /Nl itpooll (N
HITAR ENL A ECHbE) Flpool2 CREBIIBRIEMNL A ECHhE) , Huhkit 25Dy
N24; I HAEpooll FHHERR10.1.1.101~10.1.1.254, #Epool2 1 HERR10.1.1.1~
10.1.1.100.

TEVENDHCPIR S 23 % % b, HEBR A S 5 e a L rIPHhl . Blin: 78/ BiHbhE N
10.1.1.0. FEREKE 24 bk v, BB IPHLEE10.1.1.100~10.1.1.2004~ 25 A 5h4)

Aic.

SR 4 S Lk s s T

<HUAWEI> system—view

[HUAWEI] ip pool pooll

[HUAWEI-ip—pool-pooll] network 10.1.1.0 mask 24
[HUAWEI-ip—-pool-pooll] gateway-list 10.1.1.1
[HUAWEI-ip—-pool-pooll] excluded-ip—address 10.1.1.100 10. 1. 1.200

S FH 2 1Rk B P P

<HUAWEI> system—view

[HUAWEI] dhcp enable

HUAWEI] interface vlanif 100

HUAWEI-V1anif100] ip address 10.1.1.1 24

HUAWEI-V1anif100] dhcp select interface

HUAWEI-V1anif100] dhcp server excluded-ip-address 10.1.1.100 10. 1. 1.200

— e

11.2 {22 FHEH

YENDHCP R 55 #3 FIDHCP 2 7 i (1 132 25 #0 7] ME U . DHCP AR 25 %5 75 73 B AL 1A
B, EEBDHCPZ i 2 F AL EI AN DHCP IR 55 8 bkt A A AL, 34 AR AL A 40 1

A DHCP% /7 Ui
RAETEN T, W& /E NDHCPARS #8 FIE 8 FLEA 2 1R & EADHCPE /- b i AL
BHEE A,

# (EVE NDHCPIR S5 28 ¥ % b, K4 Jmih kit pool 1 85422 K bkt VL ANIF 100 P f TP
W IE MO 10K

S FH A4 JRy Mk P P T

<HUAWEI> system—view
[HUAWEI] ip pool pooll
[HUAWEI-ip-pool-pooll] lease day 10

SR FH 6 11 ks B ) T 5

<HUAWEI> system-view
[HUAWEI] interface vlanif 100
[HUAWEI-V1anif100] dhcp server lease day 10

# 1EVE NDHCPZ i W4 b, B N10K (RI864000F5) .
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2R YIN
W LEEEYR R 11 % . DHCP $#/F

<HUAWEI> system—view
[HUAWEI] interface vlanif 100
[HUAWEI-V1anif100] dhep client expected—lease 864000

11.3 AR PinECE /Y IP ik

WAL BRI, A UL E RSN T ARIERRE M, B E Pk . B, Ak
FIDNSHR S %%« TP AREN BFIFTENHLEE . ZIPHuhEPT DU ASHC B Gl iy 2ip address)
WA PLEIDHCP A AR B . T H A 4R DHCP /7 XA & 7 i 43 B [ 52 TP Hb Ak )
.

TE/EADHCPIR S 2  #% b, & i o ol TPk . folan: 78 9 etk A

10.1.1.0. ALK A4 bk, e B IPHEE10.1.1.100 R 8 BL 25 MACHIHE Ky
ded2-fc96-e4c0f) & F it o

® R4 JR bk M

<HUAWEI> system-view
[HUAWEI] ip pool pooll
[HUAWEI-ip—pool-pooll] static-bind ip—address 10. 1.1.100 mac-address dcd2-fc96-e4c0

® R ke I

<HUAWEI> system-view
[HUAWEI] interface vlanif 100
[HUAWEI-V1anif100] dhcp server static-bind ip-address 10.1.1.100 mac-address dcd2-fc96-e4c0

11.4 BGHAZE P ECE /Y 1P Mt

TEVE NDHCP RS 2% 1 & b, BUHA4E € I IPHuhE 73 Bo 25 [ 28 1% P o o 9. 72
Bothl7910.1.1.0. RS N24 8 bkt b, BUERIPHBAEL0.1.1.5[ 52 73 Be4a HE A%
Fi . %% b S IPHBAE R i A5 90 E Ok 2 7] LU I 74 display ip pool { interface
interface-pool-name | name ip-pool-name } used &%, HAKE/RTIZIL11.5 BEEFEFEHK
IPHihE .

® K4 FHuhbith ) r B &
a.  [AOPHiAE10.1.1.5

<HUAWEI> reset ip pool name pooll 10.1.1.5
b.  fEBRERSE KRR

<HUAWEI> system—view
[HUAWEI] ip pool pooll
[HUAWEI-ip-pool-pooll] undo static-bind ip—address 10.1.1.5

®  EHFE I HuHEhN L B
a.  [APHiAE10.1.1.5

<HUAWEI> reset ip pool interface vlanif100 10.1.1.5

b, EBRERSIIE R A

<HUAWEI> system—-view
[HUAWEI] interface vlanif 100
[HUAWET-V1anif100] undo dhcp server static—bind ip-address 10.1.1.5

11.5 EFCS{ERA IP Hbit

TEAE ADHCPAR 55 #5341, #1447 i 2 display ip pool { interface interface-pool-name
name ip-pool-name } used, £r& CHF FIIPHLbE
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HI AL
W LEREAR R

11 % . DHCP ##/E

11.6;

B, LR ELEAE B ER R4 Rk bpooll #1, A A AIPHE—3E42534 (10.1.1.1~
10.1.1.254, BZemoetiibi10.1.1.2) , HIPHihE10.1.1.2548MACHLEE0235-2036-
adcc)DHCPZ ' i di s IPHbE10.1.1.5 5 MACH HE H00e0-0987-7895 ) DHCP & /!
Uiy 4h 7E o

<HUAWEI> display 1p pool name pooll used
Pool—name : pooll
Pool-No : 0
Lease : 1 Days 0 Hours 0 Minutes
Domain—name —
DNS-server( -
NBNS-server0 -
Netbios—type -
Position . Local Status . Unlocked
Gateway—0 :10.1.1.2
Network 0 10.1. 1.0

Mask . 255.255.255.0

VPN instance D

Start End Total Used Idle(Expired) Conflict Disable

10. 1. 1.1 10.1.1.254 253 2 252(0) 0 0

Network section :

Index IP MAC Lease Status

253
4

54 0235-2036-adcc 178  Used
00e0-0987-7895 60 Static-bind

= =
e e
==
=
(2 1\

& ER oot

EVE NDHCPHR S5 25 11 4% b, T Bkt rh 2 bkl , {5 2 g b il s 9 7T DA IE 3
k. Bldn. JEER 4R bk pool 1 B T ik VL ANIF 100 P4 7 28 (TP b AL

(AR
Wbt A R E P 55E B EH LK R GRIRAT A IPHu L,
o K4 Rihhbith i i &

<HUAWEI> reset ip pool name pooll conflict

® A O kv e T

<HUAWEI> reset ip pool interface vlanif100 conflict

11.7 3K bt 36

G /NHBHEB RS KB, AT DAY Kb YE . i DHCPAR 4528 v] LA 1264 P
SPECIPHEYE CHBRE RS B oN25) , BAE M2 H i 120, [RIFE{E FHDHCP
FORHUPHu E; SEAS 75 b W RS K P 4/ 2024, 7R KMkt ya B 2 A, 7R 2
WIAIPHiE & B B RN IA % i, i3 011.5 BE O AP,

(AR
® A 25|45, Wuz%umﬁmﬁﬁmm%mo
® N KMy uTEE AR Y Al R RE ST B R,

® RIEEF % E&%aﬁkﬁﬁﬂéf %30 Fodb b0 B 4G L), b R B P AR R e
&, Pldedl 5§ THPC, 2R T TS B b B R A TR P T, WREF
FRB K, #l4eststif/E. MeeE LG reiPC, PCRALR —H B £, ikt T4k
BB F T VA ) T &P w94 E.
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2R YN .
R T 11 % . DHCP $#/F

o WMRBAE ML
FEAE NDHCPR &2 (0B b, /bbb R RE, ] DLy Kbk yb e [ .
- KA AR R R E

<HUAWEI> system—view

[HUAWEI] ip pool pooll

[HUAWEI-ip-pool-pooll] undo network

[HUAWEI-ip—pool-pooll] network 10.1.1.0 mask 24 //V3EHEIKE

- CRHE O R E
<HUAWEI> system—view
[HUAWET] interface vlanif 100

[HUAWEI-V1anif100] ip address 10.1.1.1 24 //Vf#HESK
[HUAWEI-V1anif100] dhcp select interface //HF{#ift4E O HuhthThRE

o WMEEZHEHE

FEAE NDHCPR G as s b, 4% “ PSPl (A4 Jay kb it i 75 2 C ED >
BBy \EIPH b 7y FL D RE-> TR B M R (PR, § Kb E .

- KA R L R

<HUAWEI> reset ip pool name pooll all //[RIfiA [ TPHkE

<HUAWEI> system—view

[HUAWET] dhcp server ping packet 3 //Fc&[iIEIPHuE & & )l Thhe
[HUAWET] dhcp server ping timeout 100 //fic &Py ik TPHihE 5 & /> Fd oh g
[HUAWET] ip pool pooll

[HUAWET-ip—pool-pooll] undo network

[HUAWEI-ip—pool—-pooll] network 10.1.1.0 mask 24 //JH%EEHFEILK

- CRHE ORI RS
<HUAWEI> system—view
[HUAWEI] dhep server ping packet 3 //ft & [k IPHudE B & /Bl ThAg

[HUAWEI] dhcp server ping timeout 100 //fic#& B ik IPHibE 5 & /Bl ohfg
[HUAWEI] interface vlanif 100

[HUAWEI-V1anif100] ip address 10.1.1.1 24 //if¥3ErdKFr
[HUAWEI-V1anif100] dhcp select interface //@Fi{fife: HbtbbIIfE

11.8 45/ Mttt 3E

PR bt (O HE AL K B AT DA N R TE . G . DHCPAR 58 1l LLUA254 143
FCIPHHE (bR KB R24) , FAE LS i/ 140N 2, il bl vR 2%, It
B AT DOKE v HE RS FE Bk 21025, DAE /Nt VG [ . 7E4E /N skt Y FE 22 i,

HEIPHNEE B O IA R M im, 55 W11.5 BF S KIpHiL.

(D sten

W 248 2]25)5, AT £9128/NPHb i,

o WMREFISAEHE
TE/E NDHCPAR S 28 15 4% B, Kby 3RS B, AT DAZE /N bk v Ya .
- KRHARHE b A E

<HUAWEI> system—view

[HUAWET] ip pool pooll

[HUAWET-ip—-pool-pooll] undo network

[HUAWEI-ip—pool—-pooll] network 10.1.1.0 mask 25 //JH#EHEISK

- RO R E
<HUAWEI> system—view
[HUAWEI] interface vlanif 100
[HUAWEI-V1anif100] ip address 10.1.1.1 25 //if¥sErgKFF
[HUAWEI-V1anif100] dhcp select interface //@Fi{Fifed: DHbtbbIlgE

o WREZRGEHZE
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HI AL
W LERIE4R R

11 % . DHCP ##/E

FEAE NDHCPHR S a5 i ek b, 4% “RISIPHhl (A4 R bbb vt i 75 S0 ED >
BBy 1EIPHibE A 7 Be D Rg-> T B i A T 7 BOAD R, di/ Nk T

[RATY:

G AR B X, PR Mk B X SNPHAL R P 3%, EALIE|HE AT ¢ EIP
ik,

- KA RHHEBE R E

<HUAWEI> reset ip pool name pooll all //EIAr& KIIPHLL

<HUAWEI> system—view

[HUAWEI] dhcp server ping packet 3 //ECE7 b IPHibEE & 3 ThfE
[HUAWEI] dhcp server ping timeout 100 //ECE ik IPHibEE & 4 EETIfhE
[HUAWEI] ip pool pooll

[HUAWEI-ip—pool-pooll] undo network
[HUAWEI-ip—pool—-pooll] network 10.1.1.0 mask 25 //if%&HEfdKE

- KRR UL

<HUAWEI> system—-view

[HUAWET] dhep server ping packet 3 //Mt&[51ETPHubE | 2 -l Th ke
[HUAWET] dhep server ping timeout 100 //fic &[5 ik IPHihE 5 & /> ohfg
[HUAWET] interface vlanif 100

[HUAWET-V1anif100] ip address 10.1.1.1 25 //if%HMSKE
[HUAWET-V1anif100] dhcp select interface //EHi{fifit ikt

11.9 BFIEM A B B9 DHCP RS 2S35HR IP Hbiit

1E T JZ M AN B4 B —AN"DHCPH 4k I, Tic B DHCP Snooping B ft [y 1k MAJ E )
DHCP R 55 %3 3R BUIPHi L

ARETE

0 T F o EHENZEERR, 1. 2F3H 2 LT, HEBUTIRFRE,
® I FDHCP¥ 4% &k, XEREFHIA2,

2J5 T HIBCE .

<HUAWEI> system-view
[HUAWEI] dhcp enable
[HUAWEI] dhcp snooping enable

HEFEDHCPE P 42 AL E . BT EH:DHCPE Pl D AR Bl E, D%
FGE 1/0/1 59451 »

[HUAWEI] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] dhcp snooping enable
[HUAWEI-GigabitEthernet1/0/1] quit

EHDHCPAR & 23 M2 D EC & .

[HUAWEI] interface gigabitethernet 1/0/2
[HUAWEI-GigabitEthernet1/0/2] dhcp snooping trusted
[HUAWEI-GigabitEthernet1/0/2] quit

11.10 5] DHCP R&

FEAF NDHCPAR 45 %% . DHCPH 4k B DHCP Snooping ¥4 ., SSHDHCPR S . B 1

LR

, DHCPJR %54t F = IR ZS

<HUAWEI> system—view
[HUAWET] undo dhcp enable

SCAYRRAS 05 (2015-10-23)

HRNLHMRERE 50
FRBUIT A © HONEARF IR AT



S1720&S2700&S3700&S5700&S6700&S7700&S9700 %
HIAZ L
W WA 12 W, ARP #:1E

1 ARP #4E

HE

XFAE

12.1 & HARPRI

12.2 FllEr ARP# i

12.3 fi B ARPZ (LI [H]

12.4 e & FH S ARPR I

12.5 fic B ARPAREE

12.6 Bl TYRIPHLAE [ ARP Miss 5 %
12.7 Bic & 525 ARPA

12.8 it B ARPR); P 5 5
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FIAZ He bl
WA 12 W, ARP #:1E
12.1 &F ARP &I
EHE g TS, o] UL EME AT display arpfiim 2, BHEBA LT
ARPETE &,
I EM % & LA HARPERIN, MEH R UIEAE FEH P MIPHLE. MACHE
MFZLOEER. B, SRR R AE A P IPHhE, &% H P IMACH!
HERS, W] DLE I & E ARPR IE SR
RSV A% BV SRR E P IPH R, T DAAE S B4 b pingiZ M BLK ) R
ko B o< I IPHEbE910.10.10.1/24,  #EM 5S84 Lping 10.10.10.255, [A— MBI H
P RIEARPMZHOC, MR UL R ARP N 24 0 5 Bl B4 1 2 P 1P bk .
#BEEHEXA F172.16.0.0/16 X I ARPE T
<HUAWEI> display arp network 172.16.0.0 16
IP ADDRESS MAC ADDRESS EXPIRE(M) TYPE INTERFACE ~ VPN-
INSTANCE
VLAN/
CEVLAN
172.16.10. 3 0025-9efb-be55 S-- GE1/0/6
100/-
172.16.20.3 0200-0000-00e8 S—
GE1/0/19
172.16.10. 1 0025-9ef4—abed I -
Vlanif100
172.16.10. 2 0025-9efb—bebb 20 D-0
GE1/0/6
100/-
172.16.20. 1 0025-9ef4—abed I -
GE1/0/19
172.16. 20. 2 0200-0000-00e8 18 D-0
GE1/0/19
Total:6 Dynamic:2 Static:2 Interface:2
W EIEF, FITARPEIIEARE LR
® [PHilEN172.16.10.3, MACH:IEH0025-9¢efb-be55, TYPEFEXANS (SXFE1ZARPHE
TONESARPERID o XEFHASARPRIUE % 10°AGE1/0/6, VLANZR 5 4100,
® [PHilEN172.16.20.3, MACH:HE50200-0000-00e8, TYPEFE NS (fLFiZARPFHE
TUNERASARPERID o IXAHAARPRIUE #2 11 NGE1/0/19,
® [PHuiHEN172.16.10.1, MACH:HEH0025-9¢ef4-abed, TYPEFE NI (fLFIZARPE
TUNEEOA S FIARPERID o IX2EARPERICEIPHINE172.16.10.152 4% 1 V1anif100
HITPH L .
® IPHEHEN172.16.10.2, MACH:HEH0025-9¢efb-be55, TYPEFE ND ([LFIZARPE
TWUNZSARPEI) o XEBIASARPEIT M IGE/0/63024524 2 $ff), VLAN
G5 oN100, T RAFIE R A2040 8
® [PHuiHEN172.16.20.1, MACH:HEH0025-9¢ef4-abed, TYPEFE NI (fLFIZARPE
TUNEE O AR S FIARPERID o IX25ARPEREICEIPHINE172.16.20.1/2 4% 1GE1/0/19
HITPH L .
® [PHilEN172.16.20.2, MACH:HEH0200-0000-00e8, TYPEFECAD ([RFEIZARPHE
WUONEASARPRID o XEBNAARPRIE NI GEL/0/198) 224 2 2], 4R
G TR A 1848
SCRYRRAS 05 (2015-10-23) HEREHRAREE R 52

FRBUIT A © HONEARF IR AT



S1720&S2700&S3700&S5700&S6700&S7700&S9700 %
BIAZ L
W WA 12 W, ARP #:1E

(AR
42X MAC ADDRESSFH 2 =% “Incomplete” , &7 4 ATARPAIA A & AT ARPE . HIPIR L
fi% X ARP MissiH & BF, X & 24R#EARP MissiH &4 w6 BF ARPE R, F+EH 6 B 69 W B 4L £ ARP
TR,
® 5T ARPER IR Z LA 56 B A :
® X &IKE|ARPH AR AT, ILALIS iT ARPA IR 69 P3RSk & 7 LR A fik X ARP
MissiH ;.

® X EIE|ARPH ARG, WA A EH 49 ARPE R k#4406 86F ARPE R .
® AN ARPAMALALARN B, KE&LFRIEIARPEAIR,

12.2 Rl ARP FIN

M BRI 2 L RJARPR IS, A PAiERR% & LIIARPRIL, XA E ¥
SJARPE T,

A P =

EARPEIAES, HBUNIPHAL A MACH AL (s 4t £ 2, AL S8 k37 19 L 2k ¥
Fo IR ST m A,

#iG R A I ARPR I,
<HUAWEI> reset arp all
# TEBR % EIPHINE A 172.16.10.1 () Zh &S ARPFE I .

<HUAWET> reset arp dynamic ip 172.16.10.1 //WRARE TpMudl, MR B LA K2 SARPRIT.

#IERR B LA I S ARPR T

<HUAWEI> reset arp static
Warning: This operation will reset all static ARP entries, and clear the configurations of all
static ARP, continue?[Y/N]:y

# GRS EIPHIE~172.16.20.1, MACHLHEH0023-0045-0067, Hi422 1 NGE1/0/1 HiE
ARPERI

<HUAWEI> system—view
[HUAWEI] undo arp static 172.16.20.1 0023-0045-0067 interface gigabitethernet 1/0/1

# GRS BIPHLNE172.16.20.1, MVLANIF1004% 2% ] 2| I ARPK I .

<HUAWEI> reset arp interface vlanif 100 ip 172.16.20.1 //t A48 1pthht, WIMIERES EArf
VLANIF1004% % 3] B ARPR I,

12.3 Bit 2 ARP E{LA3(g]

ARPZALEF A B A ARPR A K, A EHZ204 8. Al LATE R G I sz 11
WL R AT i &-arp expire-time expire-time, It & ZNASARPRIIZZALKSA]. ARPEAL
i (Al expire-timeBUE VG . HERAS HALIE60~62640, HRATHALIE30~62640, FALZE
.

IR ARG N AT TRCE, W e BT #2052 2T B3 S ARPR A 2L o
URAERE R LA R G B R RN AT TRCE, T 12 ) B Bh &S ARPR I
ZAI [E) 54 LT A BC B AR RF— 2
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# L B A ARPR I & AL I [H] A 1800F0 .

<HUAWEI> system—view

[HUAWET] vlan batch 100

[HUAWET] interface vlanif 100
[HUAWEI-V1anif100] arp expire—time 1800

# IC B 5E UG 7] DATEAE B AL I T $UT fir 2 display current configuration | include arp,
A W% E OB E SIS ARPR I Z AL 6] .

<HUAWEI> display current—configuration | include arp
arp expire—time 1800

12.4 Be EE#7S ARP FTKIN

IS ARPRIIAN A, AW ANBARPRIVE . v DU T 1L 07  & i
ASARPERIN, W] LB B 3345 4 7 2 R i B i S ARPRIN

BEFITANEEEES ARP RN
(smm

stFhET RUARARNED, FHEARKRBEOL T EEXGHFEL, £ P RAERE KHSARP
AR, BPfe B ARPERIAN F BT 45 Z VLANAe 42 1,

# L —4ESARPEIN, IPHLEEA172.16.10.2, MACHLHEH0023-0045-0067, H3:11
GE1/0/14:F —Z#5, 45 ARPETIE T-VLAN100.

<HUAWEI> system—view

[HUAWEI] vlan batch 100

[HUAWEI] interface vlanif 100

[HUAWEI-V1anif100] ip address 172.16.10.1 24 //VLANIF#%1HIIPHubE T B 5 # S ARPE I (T pHhE
(172.16.10.2) [FME.

[HUAWEI-V1anif100] quit

[HUAWEI] interface gigabitethernet 1/0/1

[HUAWEI-GigabitEthernet1/0/1] port link—type trunk

[HUAWET-GigabitEthernet1/0/1] port trunk allow-pass vlan 100 //#:GigabitEthernetl/0/14F

FEH, FEIMAVLANLOO.

[HUAWEI-GigabitEthernet1/0/1] quit

[HUAWEI] arp static 172.16.10.2 0023-0045-0067 vid 100 interface gigabitethernet 1/0/1

#HCE — 4 EE S ARPET, 1PHIbEA172.16.20.2, MACHIHEH0023-0045-0068, H3E
GE1/024bF = Z#i .

<HUAWEI> system—view

[HUAWEI] interface gigabitethernet 1/0/2

[HUAWEI-GigabitEthernet1/0/2] undo portswitch

[HUAWEI-GigabitEthernet1/0/2] ip address 172.16.20.1 24 //GigabitEthernetl/0/2f TPl 75 5E
BARPERIIF M IPMAL (172.16.20.2) FMEL

[HUAWEI-GigabitEthernet1/0/2] quit

[HUAWEI] arp static 172.16.20.2 0023-0045—-0068 interface gigabitethernet 1/0/2

# UL E —&FFSARPEIA, IPHEEA172.16.30.2, MACHLHEA0023-0045-0069, 2
ARPZE L& T VPN Alvpnl

<HUAWEI> system—view

[HUAWEI] ip vpn—instance vpnl

[HUAWEI-vpn—instance-vpnl] ipv4—family
[HUAWEI-vpn—instance-vpnl-af-ipv4] quit
[HUAWEI-vpn—instance—vpnl] quit

[HUAWET] arp static 172.16.30.2 0023-0045-0069 vpn—instance vpnl

#HCE A EASARPEDN, 1PHIbEA172.16.40.2, MACH:HE H02bf-0045-0070, ({51
Bt K H 20 ITARP T S NLBAR 55 28 BE AL 20, A] DA B X Fh 4G B S I ARPE
Ui, )
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<HUAWEI> system—view
[HUAWEI] arp static 172.16.40.2 02bf-0045-0070

BBl S B A BE BE57S ARP RN

# 3 CIVLANIF103 (W IPHI bR 9172.16.50.1/24, E Sh3$E1% N BIPHbHE 4172.16.50.2~
172.16.50. 4IARPEIN, FH-#¥524 > R ARPR T [E AL i S ARPER I

<HUAWEI> system—view

[HUAWET] vlan batch 103

[HUAWET] interface vlanif 103

[HUAWEI-V1anif103] ip address 172.16.50.1 24
[HUAWEI-V1anif103] quit

[HUAWEI] interface gigabitethernet 1/0/3
[HUAWEI-GigabitEthernet1/0/3] port link—type trunk
[HUAWEI-GigabitEthernet1/0/3] port trunk allow-pass vlan 103
[HUAWEI-GigabitEthernet1/0/3] quit

[HUAWEI] display arp network 172.16.50.0 24

IP ADDRESS MAC ADDRESS EXPIRE (M) TYPE INTERFACE ~ VPN-
INSTANCE
VLAN/
CEVLAN
172.16.50. 1 00e0-0987-7895 I -
Vlanif103
Total:1 Dynamic:0 Static:0 Interface:1

[HUAWET] interface vlanif 103

[HUAWEI-V1anif103] arp scan 172.16.50.2 to 172.16.50.4 //#£8 OVLANIF103_F#E4T B34,
172.16.50.2~172.16.50.45VLANIF1033 TPk 172.16.50. 17E[F—MEL, BIARPHZNIHX A
FIE TP AN SE R T pith it A SVLANTFEE D A TPl (ETpibhbaliss M Tedthhl) 76 —MEL.

Warning: This operation may take a long time, press CTRL+C to break. Continue?[Y/

Nl:y

Processing. ..

Info: ARP scanning is completed.
[HUAWEI-V1anif103] display arp network 172.16.50.0 24 //HZh{HiG, BHEARPRIN, WEN¥IF3%43)
ASARPERI.
IP ADDRESS MAC ADDRESS EXPIRE (M) TYPE INTERFACE ~ VPN-—
INSTANCE
VLAN/
CEVLAN

172.16.50. 1 00e0-0987-7895 I -
Vlanif103

172. 16. 50. 2 0200-0000-0212 20 D-0
GE1/0/3

103/~
172.16.50. 3 0200-0000-0212 20 D-0
GE1/0/3

103/~
172. 16. 50. 4 0200-0000-0212 20 D-0
GE1/0/3

103/~

Total:4 Dynamic:3 Static:0 Interface:1

[HUAWET-V1anif103] arp fizup //7E#VLANTF103 LT EL, ¥ MBI ARPE T E L A AARPE
i,

Warning: This operation may generate configuration of static ARP, and take a long time, press CTRL
+C to break. Continue?[Y/N]:y

Processing. ..
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Info: ARP fixup is completed.
[HUAWEI-V1anif103] display arp network 172.16.50.0 24 //[E{L)5, EHEARPEIN, WAHEIBNIEIE
ARPR I LA [ A N B S ARPR I

IP ADDRESS MAC ADDRESS EXPIRE (M) TYPE INTERFACE ~ VPN-
INSTANCE

VLAN/
CEVLAN
172. 16. 50. 2 0200-0000-0212 S—— GE1/0/3
103/-
172.16.50. 3 0200-0000-0212 S—— GE1/0/3
103/-
172.16.50. 4 0200-0000-0212 S—— GE1/0/3
103/-
172.16.50. 1 00e0-0987-7895 I -
Vlanif103
Total:4 Dynamic:0 Static:3 Interface:1

12.5 Bt & ARP {XIH

Proxy ARP 433
Proxy ARP% % HHz{Proxy ARP. VLANPProxy ARPFIVLAN|i|Proxy ARP, #1312-1
FIi7R o

& 12-1 Proxy ARP 53
Proxy ARPAR BERR

% B :Proxy ARP i B AR ENL (ENLEBATECESRE RO AT R
W BUEANE R — Pk 2% CEIANEER]—) H8 380 g5t

VLAN N Proxy ARP TE BN FIAE TR E, I HJE THMHFEIVLAN, {H
FEVLANWAC & 1 S % 25 1) 5% .

VLAN/&Proxy ARP i B AN EALE THFE M B, (HJE T A FVLANK

o

EE3 Proxy ARP
# 12 IVLANIF100_F Bt BIPHIbE }9172.16.1.1/24, Ff8 A HProxy ARPISfit .

<HUAWEI> system—view

[HUAWEI] vlan batch 100

[HUAWEI] interface vlanif 100
[HUAWEI-V1anif100] ip address 172.16.1.1 24
[HUAWEI-V1anif100] arp-proxy enable

VLAN A Proxy ARP
# 32 IVLANIF100_E it B IPHihE }9172.16.1.1/24, FHf#HEVLAN N Proxy ARPIfE .

<HUAWEI> system—view
[HUAWET] vlan batch 100
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[HUAWEI] interface vlanif 100
[HUAWEI-V1anif100] ip address 172.16.1.1 24
[HUAWEI-V1anif100] arp-proxy inner-—sub—vlan—proxy enable

VLAN [g] Proxy ARP

# $2IVLANIF100_ it EIPHubE A 172.16.1.1/24, - GEVLANIE] Proxy ARPISfE .

<HUAWEI> system—view

[HUAWEI] vlan batch 100

[HUAWEI] interface vlanif 100

[HUAWEI-V1anif100] ip address 172.16.1.1 24
[HUAWEI-V1anif100] arp-proxy inter—sub—vlan—proxy enable

HXER
BRI
IP5MAC—£ 222 ARP

12.6 Rk ETE IP #hit i) ARP Miss 58

MEANYRIPHBAL i &% T ARP Miss 258, P 4 22 BE gL YR IPHBE [P ARP Miss 75 2,
A PAAF X ANPHEAE [ ARP MissiH B AHE T PRI

# Be B X TPHIEE410.0.0. 1 FJARP Missyd B A TR E ..  (S2750. S5710-C-LI. S5710-
X-LI. S5700LI. S5700S-LIASZ#rdr4. )

<HUAWEI> system—view
[HUAWET] arp-miss speed-limit source—ip 10.0.0.1 maximum O

# WC B XS T A YRIPHBHEF ARP MissvH SANBEATIRIE .  (S2750. S5710-C-LI. S5710-X-
LI. S5700LI. S5700S-LIASZ ka4 . )

<HUAWEI> system—view
[HUAWEI] arp—miss speed-limit source—ip maximum O

12.7 BEE BI7S ARP #50

S ARPAIMIDAI (Dynamic ARP Inspection) IjRg 3 H T B [a] N B 137 5%,
BB VAR I ARPER I ol A8 1 Dy i ARPHR SR 1R BT -

DAIYjfERIE TR (DHCPEIS S ER) X ARPHR SCHAT LA

WA W B ARPHR SCHS, KF ARPHR SCH N FIYRIPHESE . JAMACHHE. #2100, VLAN{E &

b e RGBT (LB RN A A P o] DRSS 5 A TR, v BL %

ARPHRCH HEIPHLIE I VLANAS B 545 £ 5 BT EHBD -

o IRFEEILHS, Ui AKZEZARPIR KA P EEEH 7, U P BARPHR T
Bt

o BN INANRB T, EFZARPIR L.

# ¥ % it B DHCP SnoopingDIRE, HH7E W25 H A MIAHIZE R H2 O _F{FREDATIYRE

<HUAWEI> system—view

[HUAWEI] dhcp enable

[HUAWEI] dhcp snooping enable ipv4

[HUAWEI] interface gigabitethernet 1/0/1

[HUAWEI-GigabitEthernet1/0/1] dhcp snooping enable / /%45 F F INAHER#E 11 fEDHCP SnoopingTl
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HIS AL
LR

12 % W, ARP #4F

[

[HUAWEI-GigabitEthernet1/0/1] quit

[HUAWEI] interface gigabitethernet 1/0/2

[HUAWEI-GigabitEthernet1/0/2] dhcp snooping trusted //##S5DHCP Server{UAHHE 4 O B A EER
Mo WRDHCP Snoopinglhfeil&fEDHCPHH Ak L, WA BEE(EH O,
[HUAWEI-GigabitEthernet1/0/2] quit

[HUAWEI] user-bind static ip—address 10.10.10.1 vlan 100 //X F#ASEE Ipbb A, Fiks LRE
S ER.

[HUAWEI] interface gigabitethernet 1/0/1

[HUAWEI-GigabitEthernet1/0/1] arp anti—attack check user-bind enable / /&%t F MIAHE 14 O fdi g
DAT I,

[HUAWEI-GigabitEthernet1/0/1] quit

# Bt 4% L IC B DHCP SnoopingZhgg, 76 H BT & VLAN N fE BEDAIZ BE o

<HUAWEI> system—-view

[HUAWEI] dhcp enable

[HUAWEI] dhcp snooping enable ipv4

[HUAWEI] vlan 100

[HUAWEI-v1an100] dhcp snooping enable / /%% BT /EVLANN £ FEDHCP SnoopingHft.
[HUAWEI-v1an100] quit

[HUAWEI] vlan 200

[HUAWEI-v1an200] dhcp snooping enable

[HUAWEI-v1an200] dhcp snooping trusted interface gigabitethernet 1/0/2 //1%#5DHCP Server{l#fi%
B8 DR E NEER 0. WIRDHCP Snooping MR B EDHCPH 4k iE 4 L, W UUAREFEREL,
[HUAWEI-v1an200] quit

[HUAWEI] user-bind static ip-address 10.10.10.1 vlan 100 //%f T#&R B ipkbfH~, EXE FREE
HsgER.

[HUAWEI] vlan 100

[HUAWEI-v1anl00] arp anti-attack check user-bind enable //F )"l /@ VLANN{EREDATTAE.
[HUAWEI-v1anl00] quit

12.8 it B ARP B5ME 43

WERG W E WS, 78R M P R IEVRIPHI L & [ SCIPHUE I ARPIR L, 2 555
B N HAR P EHLIARPR LA R I S HbhE B 5¢ &R . XA A A P2 =02
HERAEM IR Rk T B, W& 8 55 B TR £ B N 2%, IF
H A& iE ux B H P FEHLIC 1T 7] 2%
RNTBEREFEGEMIE, L P BN E AR, o] DUE RSB & F{FREARP
B o e R I ThRE . 248 2 U B ARPHR SCAAAE R AR 2 —:

®  ARPHCHIYRIPHLHE 5+ SC N2 %S B VLANIFHZ [ TP Hu bk #H [F]

®  ARPHUCIWUHIPHIbE 2 N2 R R FNIPHI L, [HARPHR SCIEMACHIHEA 2 VRRPRE
MAC

WA NIZARPIR S 5 B P S I ARPIR SC, 154K A R ARP R B e 2 301,

FHAE Ja 5 — B R N 25 3% 42 IR B RIVLAN B & R VEMACHE 3 A ARPIR SC, X Ff

AT PAB 185 R e bk 2 A ARPHR SCAEVLAN N T 4% .

# FEM B EAEREARPRT R R ML DI fig . S 1 DL F s LB SR R D fg
AT RALREIRES -

<HUAWEI> system—view
[HUAWEI] arp anti-attack gateway—duplicate enable
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HIA AL
LRI

13 # W, ACL ##1F

2l ACL ¥1E

XFAE

%gmx%ﬁﬂﬁﬁ,M%%iﬁﬁ@&\M%NlﬁAaﬁ\ME%?NW%NEM
IR

13.1 B A= R i) B

13.2 MIFRACLFIACLG

13.3 Pic B LTI ] R ACLAR T

13.4 P E R TURIPH I (AL S g8 S rFm)

13.5 BB 5 TURIPHIEE (W BL L) 3 SR SCHIREI)

13.6 FLEFE TPy 5 B JRIPHLHE (W BEHibE) 3y sC R

13.7 Bt B 3 FICMPER A RS . JEIPHhRE (FEHLHEE) A0 H AOIPHELE C(REGhE) i e
TR

13.8 BLE AL T TCPHMMSEAY, TCPH By 15 JEIPHuhE (FEALHHE) F1H FIPHiAE
QISR R 5i-8'a:ap |

13.9 it & 5L T TCPPMYSEAY, JRIPHuIE (W EHhE) FITCPAR EAE B R ST i H )

13.10 Bo B & THEMACHE (BAAMACHENE) « HIIMACHIHE (BAAMACHEHE) 01—
JE ISR R S A AR D)

13.11 fid & = FIRMACH N (MACHIERD AP JEVLANI JEHR S 80

1312 BeE RO 2k MREALE . FATER RS AN P € SCTAF s B 1
A
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2B YIN
W LEEEYR R 13 # W, ACL ##1F

13.1 AIB& A 3BF 18] Y

T 54 A 0 sF ) BRI, T S ) s S B A st 1) BB (T ACLRR U 8 32  ACL o
Wltn, 7EACL 2001 B E Trule 5, iZF0NSCHE T I ] Btimel -
#

time-range timel from 00:00 2014/1/1 to 23:59 2014/12/31
#

acl number 2001

rule 5 permit time-range timel

#

an R T M BRI TR B time 1, W75 G M BRrule 5B SR ACL 2001 :

® Bsrule 5, FMERtimel .

<HUAWEI> system-view
[HUAWEI] acl 2001
[HUAWEI-acl-basic—2001] undo rule 5
[HUAWEI-acl-basic-2001] quit
[HUAWEI] undo time-range timel

® LMIBRACL 2001, FEMtimel.

<HUAWEI> system—view
[HUAWEI] undo acl 2001
[HUAWEI] undo time—range timel

13.2 ffip& ACL 1 ACL6

® AL ME THAT T2 undo acl { [ number | acl-number | all } {undo acl name acl-
name, W] CLELIEZMMERACL, AS52 5] FHACLEL S # sz,  BI G 75 Je ik 51 H
ACLINY AL E

o ZGMKE FHAT 2 undo acl ipv6 { all | [ number | acl6-number } 5iundo acl ipvé
name acl6-name, 7] LLEFMERACL6, A% 5| HACL6RIML S, RITETH
SeMmiBr 51 FHACL6IL 5L & .

13.3 B B ETB8HY ACL £

B g} 18] Btworking-time  (J& — 21 i 746K 8:00%118:00) , FH-AE A work-acl[FJACL
HHECE RN, fEworking-time R & (I [A]FE Bl Y, 6 4 IRIPHIAE & 192.168.1.0/24 % B i
hkpR i@ .

<HUAWEI> system—view

[HUAWEI] time-range working—time 8:00 to 18:00 working—day

[HUAWEI] acl name work-acl basic

[HUAWEI-acl-basic-work-acl] rule deny source 192.168.1.0 0.0.0. 255 time-range working-time

HXER
HARIE
® ZHACLALE), (FIHIAHACL)
® MUHACLALZE), (ACLILER)
® HIACLALE), (ACLMAR)

PRI
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S1720&S2700&S3700&S5700&S6700&S7700&S9700 %
2B YN
W LEEEYR R 13 W, ACL ##1F

A B ACL

13.4 ECEE TR IP #bht (ENMbht) TEHRCAIRM

FEACL 2001 FRBC BN, ARVFIRIPHIIE/Z192.168.1.3 MLt bk ik SC@ T
<HUAWEI> system—view

[HUAWEI] acl 2001

[HUAWEI-acl-basic-2001] rule permit source 192.168.1.3 0

HXER
AR
o ZPACLIBLLE ) (FIHHAIRACL)

® ZACLIBLLE ) (ACLILEEE)
® ZHACLIBEE)L (ACLMNAHE)

LA
a0 B ACL

13.5 ECEETE IP fuht (EZMuhE) 3iERICAIM

TEACL 2001 HECE AN, AL SR VFIRIPHEAE 2 192. 1681335$1Lﬂ@i¢9ﬁ%l§iILL E4YRIP
Hitik A2 192.168.1.0/24 M B Atk iy SCil i, FFAC B ACLAHIA (S B Permit only

192.168.1.3 through.

<HUAWEI> system—-view

[HUAWEI] acl 2001

[HUAWEI-acl-basic-2001] rule permit source 192.168.1.3 0
[HUAWEI-acl-basic-2001] rule deny source 192.168.1.0 0.0.0. 255
[HUAWEI-acl-basic-2001] description Permit only 192.168. 1.3 through

HXER
R RIE

® ZHHACLIALE ) (FIHINIRACL)
® ZIACLIBLLE ) (ACLILEER)
® JHACLIBEE)L (ACLMNHAHER)

LA
e Ec B ACL

BoEEETIP oHER. IR IP it (REHbhE) iRk
SCEIEL

FEACL 2001 FHEC BRI, FE A TPHIIE /2 192.168.1.0/24 % Ex bk (K HE 1 Fr 49 Fr 4R SCiE

it
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P HAIL
 WARAETR T 13 % . ACL #1E
<HUAWEI> system—view
[HUAWEL] acl 2001
[HUAWEI-acl-basic-2001] rule deny source 192.168.1.0 0.0.0.255 fragment
-
HXER

FEARRIR

® ZHUIACLARELZH ) (FIHHAIRACL)
® ZHACLALLE), (ACLILER)
® ZHHACLIFLE ), (ACLMHR)

LA
TR EACL

13.7 B EETF ICMP i3 358, R IP #hiik (EHHbiE) FnE
B IP #bhit (PEEHbhE) iR ScRYF ]

FEACL 3001 FECE N, RVFREIPHINEAZ192.168.1.3 F AL hE H H (TP HidE &

192.168.2.0/24 M B itk I ICMPH SCil it

<HUAWEI> system—view

[HUAWET] acl 3001

[HUAWEI-acl-adv-3001] rule permit icmp source 192.168.1.3 0 destination 192.168.2.0 0.0.0. 255

HXER
BARRIE
® ZHACLIRLLE )L (FIHIAIRACL)

® ZACLIBLLEH )L (ACLILEZH)
® ZHACLIBEE)L (ACLMNHER)

LT
A E ACL

13.8 ELBET TCP ¥ 3B, TCP BriixsO =, iE IP bk
(EHbiE) FER IP #ht (EEHuLE) 3= IR SCAYF N

® {E# K udeny-telnet(1) m R ACLH L E AL, JE4EIPHIALZ£192.168.1.3(1 FHL 5

192.168.2.0/24 W Bt 11 AL 7. Telneti® 42 .

<HUAWEI> system-view

[HUAWEI] acl name deny—telnet

[HUAWEI-acl-adv—deny—telnet] rule deny tcp destination—port eq telnet source 192.168.1.3 0
destination 192.168.2.0 0.0. 0. 255

® TEXFR Nno-webH B ACLHECE AN, 2511192.168.1.3F1192.168.1.4 & FHLVT
o Web M 7T (CHTTPER S T TT3 %, % N TCPi 15 4280) , It B ACLKIR
12 B A'Web access restrictions.
<HUAWEI> system—view

[HUAWEI] acl name no-web
[HUAWEI-acl-adv—no—web] description Web access restrictions
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fE

T HAIL

 WARAELR T 13 %l ACL #
[HUAWEI-acl-adv—no—web] rule deny tcp destination—port eq 80 source 192.168.1.3 0
[HUAWEI-acl-adv—no-web] rule deny tcp destination—port eq 80 source 192.168.1.4 0

HXER
AR
® ZHACLALE), (FIHIARACL)
® ZHACLALZH ), (ACLILER)
o ZUACLALEHE)L (ACLMAR)

LA
i EACL

13.9 e EETF TCP i3858, & IP bt (PESIMel) Fn
TCP fr{E 2R SR N

fEACL 30027 i B AL, $6245192.168.2.0/24 B E L3 3 & AR TCPIRE TR SCil
i, SV B ENLEE I S TCPYE F R SGE, SEBL192.168.2.0/24 R Bk ) 5.
i . [FIRE, e B ACLIELU IR (S S 739l 9 Allow the ACK TCP packets
through. Allow the RST TCP packets through#1Do not Allow the other TCP packet
through.

SERRUL EACE, AU B P Spermit B,  F8144192.168.2.0/24 M B [ ACK=18{RST=1

ARSI, PR E —Skdeny U, FE 4% W B HABTCPHR SCd i .
<HUAWEI> system—view

[HUAWEI] acl 3002

[HUAWEI-acl-adv-3002] rule permit tcp source 192.168.2.0 0.0.0.255 tcp—flag ack

[HUAWEI-acl-adv-3002] display this //40FRECE MK K@ Mg 5, W] LUl b BEAE B KR8 Ni%

P S, AR ZmR S, ZNN SRR E .

#

acl number 3002

rule 5 permit tcp source 192.168.2.0 0.0.0.255 tcp—flag ack // RGN 2 5
5

#

return

[HUAWEI-acl-adv-3002] rule 5 description Allow the ACK TCP packets through
[HUAWEI-acl-adv-3002] rule permit tcp source 192.168.2.0 0.0.0.255 tcp—flag rst
[HUAWEI-acl-adv-3002] display this

#

acl number 3002

rule 5 permit tcp source 192.168.2.0 0.0.0.255 tecp—flag ack syn

rule 5 description Allow the ACK TCP packets through

rule 10 deny tcp source 192.168.2.0 0.0.0.255 tcp—flag rst /] RGN 2 5 R
10

#

return

[HUAWEI-acl-adv-3002] rule 10 description Allow the RST TCP packets through
[HUAWEI-acl-adv-3002] rule deny tcp source 192.168.2.0 0.0. 0. 255
[HUAWEI-acl-adv-3002] display this

#

acl number 3002

rule 5 permit tcp source 192.168.2.0 0.0.0.255 tcp—flag ack syn

rule 5 description Allow the ACK TCP packets through

rule 10 deny tcp source 192.168.2.0 0.0.0.255 tcp—flag rst

rule 10 description Allow the RST TCP packets through

rule 15 deny tcp source 192.168.2.0 0.0.0. 255 /]RGS EEHIE 4 5 2 15

#

return

[HUAWEI-acl-adv-3002] rule 15 description Do not Allow the other TCP packet through

SCRSRRAR 05 (2015-10-23) N ELAEEEE
LT © NBIARA IR 7

63


http://support.huawei.com/ecommunity/bbs/10221805.html?p=1#p0
http://support.huawei.com/ecommunity/bbs/10223169.html
http://support.huawei.com/ecommunity/bbs/10223479.html
http://support.huawei.com/ecommunity/bbs/10243640.html

S1720&82700&S3700&S5700&S6700&S7700&S9700 7

HI AL

LR IEAE

13 W, ACL ##1F

BXER

FEARIRIE

® HULACLIRLEEE ) (FIHNIRACL)
o JUACLALEH)L (ACLILEER)
® ZHACLIRLZE )L (ACLMAR)

PR
e Ec B ACL

13.10 BEEETFIE MAC bt (a4 MAC #bit) . H&Y
MAC it (4> MAC ibit) F1=FE BT RIS

iy

HXER

® {EACL 4001 EEHMN, I HIKIMACHLHEZ0000-0000-0001. JEMACHLIEZ
0000-0000-0002[FJARPHR L ( — iR AUE 90x0806) BT,
<HUAWEI> system—view
[HUAWEI] acl 4001

[HUAWEI-acl1-L2-4001] rule permit destination-mac 0000-0000-0001 source-mac 0000—-0000-0002 12—
protocol 0x0806

® 7EACL 4001+FECE N, FEZLEPPPOER S (/2 MMM ET(H N0x8863) iEid .
<HUAWET> system—view
[HUAWEL] acl 4001
[HUAWEI-ac1-L2-4001] rule deny 12-protocol 0x8863

FEARIRIE

® HHULACLIRLEEE ), (FIHNIRACL)
o JULACLALEE)L (ACLILEER)
® ZHACLIREZE ). (ACLRAHRE)

LA
e Ec B ACL

13.11 Bt EETIE MAC #biit (MAC HitEy) F1AE VLAN
TLEIR ST EL N

1E 4 Ndeny-vlan10-mac) — JZACLHECEHN, FE45K H VLAN10 HIEMACHLIE7E
00e0-fc01-0000~00e0-fc01-FFFFy [ P i SCil it

<HUAWEI> system—view

[HUAWEI] acl name deny-vlanlO-mac link

[HUAWEI-acl-L2-deny-vlanl0-mac] rule deny vlan-id 10 source—mac 00e0-fc01-0000 ffff-ffff-0000

HXER
FEARIRIR
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2RI
W LEEEYR R 13 # W, ACL ##1F

® ZPACLIRELE ) (FIHPINIRACL)
® ZHUIACLIBEE ) (ACLILEEE)
® ZHACLAEE), (ACLMEAR)

P
e AC B ACL

BR2EEETHRIXW_ESL, RBAE. FHRBEMAR
ShSER G Pubi:Eied: bl

® {EACL 5001 ECEFHMN, FELAVHEIPHIEN192.168.0. 2 ARPHR i@ .

LR B0 A ) 0x00000806 /& ARPIIZE T, 0x0000FFFFE 74 £ HEHD, 102 W & N BB
AEIAEVLANAE B ARPHR SCH FIPHSCR R B M &, c0a80002 /&
192.168.0. 217N 2EHITE R, 26H13075 71l & % % P AL BEAS & VLANAE B I ARPHR
SCHYRIPHIE = B R AN AR AN 1 RS & (ARPHROCIIIRIPHhE == B A
)RR AR AT, R P A€ LACLIE —ZE 3k imFe i B H g
& “4nt2” (e BED RIBRE], RIRESHEIPHAE, 75 ER 0 O BT AL,
R A% 2 N4 x6+2=26 KL BT U4 J5 VL EC 4 72755 R A 7715 PA AR A% 2 4
7+2=30M 7 B UG 4E S5 D REC4N F 1 A1) o W B VLANAS B 1
ARPHRSCHEAT I8, DR DL BE U] o ) =AM A% A8 72 3 4.

13-1 ARP 3R3CIE IP it FE A — Bk PRI R E R E
0 15/ 4x0+2=2byte

31 bit
Ethernet Address of destination(0-31) 4 byte
Ethernet Address of destination(32-47) | Ethernet Address of sender(0-15)
Ethernet Address of sender(16-47)
Frame Type Hardware Type
Protocol Type Hardware Length Protocol Length
OP 4x6+2=26byte Ethernet Address of sender(0-15) |24 byte
Ethernet Address|of sender(16-47) 28 byte
IP Address|of sender®*7+2=30byte 32 byte
Ethernet Address|of destination(0-31)
Ethernet Address of destination(32-47) IP Address of destination(0-15) (40 byte
IP Address of destination(16-31)

<HUAWEI> system—view

[HUAWEI] acl 5001

[HUAWET-acl-user-5001] rule deny 12-head 0x00000806 0x0000ffff 10 0x0000c0a8 0x0000ffff 26
0x00020000 0xffff0000 30

® (AWK Jydeny-tepfIH ST [ E LACLH L B HN, FEL4FTE TCPIR SGEIE .
PLR B A A 0x00060000& TCPHMM S, 842 BE4% PN E AL FRIPHR SC Fh Bl 7 B ) A
g (HTIPH S T BENIPVASL 5 104 UG 1A, R B2 28 H
FE E XACLMEIPVA L IRFE AL B R REAE “4n”  (nBBEHD MRS, Kbt
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T HAIL
o R ETR 13 % WL ACL #1E
WFE, T EMIPvALImFE & N8N B T U4 5 VL R4 7 I 28 AN m
) .
<HUAWEI> system-view
[HUAWEI] acl name deny—tcp user
[HUAWEI-acl-user—deny—tcp] rule 5 deny ipv4-head 0x00060000 0x00ff0000 8
13-2 TCP Wiyl FER7E IPv4 kR E R EE
0 4 8 16 19 24 31 bit
Version | Header Length | Tos Total length 4 byte
10byte | identifier FIaQS| Fragment offset |8 byte
% TTL \‘ Protocol Header checksum  [12 byte
% Source IP address 20 byte
Destination IP address
Options (variable length)
Data
=5
HXER
FEARIRIE
® ZHACLALE ), (FIHHARACL)
® MHACLALLZE), (ACLILER)
o ZUACLALE)L (ACLMAR)
A
anfAfic EACL
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HIAZ L
W WA 14 % L QoS #AE

0 QoS #1E

HE

XFAE

N AQoSFIMQCIHRE I WERAE, e 1 PRI 45
14.1 [ B 2 1 FRIE(S7700/S9700)

14.2 it B £ 1 PR3%(S2700/S5700/S6700)

14.3 JiHIBREE 1 PRI% AL E (S7700/S9700)

14.4 M Exz O PRI AL B (S2700/S5700/S6700)
14.5 5 FH ¥t SR w1 AT B

14.6 51 FH I8 SR W 0 HR SCREAT o 38

14.7 4 F AL SR e B i = St
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HIAZ L
W WA 14 % L QoS #AE

14.1 B E O PRIE(S7700/S9700)

BC &N\ 77 =045 O BRIE
L 4 i qoscar | I CARBUR I 5t IR S5 KD, IR44 2 BEARAE B2 HIGE L0/ R REAT

<HUAWEI> system—-view

[HUAWEI] qos car qoscarl cir 10000 cbs 10240

[HUAWEI] interface gigabitethernet 1/0/1
[HUAWET-GigabitEthernet1/0/1] qos car inbound qoscarl

BoE 5 3RO RE
TE3 AL R AT i 2 qos Ir cir cir-value [ ebs chs-value | [ outbound ], Xi#id 1%z 1
[ AT B
(FJi%) MBI fRFN BT SRELE

V200R005COORRAS ¢ J& SRR A4, SCHRRIC B AE T 32 D PR R, R EE SR
AT B BE AN ET S8 BB BOL R, TR O PRI A R A S il (R B A R 36D, P
A LAZE 22 G0 B T AT AT i 2 FH SR S B0 557 R 5 138 5 B AN 955 0 S 47 o i) ot 0 S5
i3, AT v PRI A R A 12

® AJj[A: qos-car exclude-interframe

® H7JjIf: qos-shaping exclude-interframe

HXER
W
QoSIRHMAE > “HerIRH”

14.2 B2 & O BRIE(S2700/S5700/S6700)

BB N5 RO RRE
TEH ALE R #4047 fir 2 qos Ir inbound cir cir-value [ cbs chs-value |, X B %% L I
BT R

B E A EHEORE
TEF2 O R #1047 6 2 qos Ir outbound cir cir-value [ ebs chs-value ], *Fi8id1ZF% 1 H)
mEEAT IR,

(ATigE) el BRFIRTFROECE

V200R005COORRAS 2 J5 SRR AN T4, W25 SCHRFIC BLAE v 4 D PRI R i, R EH
SR IR SR AT AT 0D . SRATEDL R, VAR 1 BR3[BT AT S0
FA P aT DATE RGN BAT AR iy 2 B R S I 157 R 3 3 24 e AN 0 5 ik S hod 1) B A
ARG, M i PR T v
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HIAZ AL
AR

14 % L QoS #AE

® AJj[A: qos-car exclude-interframe
® i5[f: qos-shaping exclude-interframe

HXER
W
QoSIRIEME > “H M IRAE”

14.3 Bk O BRZREL & (S7700/S9700)
WA TS O IRER B

B 44 Bk N qoscarl ICARMRAR 7E42 IGE1/0/1 FHIN T, FRRZ i iR -

[HUAWEI] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] undo qos car inbound
[HUAWEI-GigabitEthernet1/0/1] quit

[HUAWEI] undo qos car qoscarl

HHIBR 75 1a)3% O FRIR AL B

EF DA E T $U/Tdv2undo qos Ir [ outbound |, fHERi1Z4%E M FIBREAC &

14.4 fHR&3E O BRIEAD & (S2700/55700/56700)

BERA 75 E#EOREE &
#E 32 DAL E T $h47 € 2 undo qos Ir inbound, & 1% 32 11 PR AC & .

B i 75 =14 O BRI Fie B
TEH DAL T 44T 4 2 undo qos Ir outbound, 145 11 (1) PRIE L &

14.5 {£ R K& I TPRIE

RE IP Mk i#1TRRIER
TP HEA192.168.1. 10/ PCRR 3, 7 % BR 1 A4M.

<HUAWEI> system—view

[HUAWEI] acl 2000

[HUAWEI-acl-basic-2000] rule permit source 192.168.1.10 0.0.0.0
[HUAWEI-acl-basic-2000] quit

[HUAWET] traffic classifier cl
[HUAWEI-classifier—cl] if-match acl 2000
[HUAWEI-classifier—cl] quit

[HUAWET] traffic behavior bl

[HUAWEI-behavior-bl] car cir 4096
[HUAWEI-behavior-b1l] quit

[HUAWEI] traffic policy pl
[HUAWEI-trafficpolicy—pl] classifier cl behavior bl
[HUAWEI-trafficpolicy—pl] quit
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HIAZ L X
WA 14 % L QoS #AE

[HUAWEI] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] traffic-policy pl inbound

JT R EL R & i1 TBRIE
XHIPHihEA1192.168.1.0 BE ik & 3E 4T BRI%E, 77 56 PR 1) A 50M 6

<HUAWEI> system—view

[HUAWET] acl 2000

[HUAWET-acl-basic-2000] rule permit source 192.168.1.0 0.0.0.255
[HUAWEI-acl-basic—2000] quit

[HUAWET] traffic classifier cl

[HUAWEI-classifier—cl] if-match acl 2000
[HUAWEI-classifier—cl] quit

[HUAWET] traffic behavior bl

[HUAWEI-behavior-b1] car cir 51200

[HUAWEI-behavior-bl] quit

[HUAWET] traffic policy pl

[HUAWET-trafficpolicy-pl] classifier cl behavior bl
[HUAWEI-trafficpolicy-pl] quit

[HUAWEI] interface gigabitethernet 1/0/1
[HUAWET-GigabitEthernet1/0/1] traffic—policy pl inbound

R IP Mol RNt ST T PR R
FRH1192.168.1.0M Bt % #4517 i Internet (JHTTP (i 15 480) i & AN id 10Mbps..

<HUAWEI> system—view

[HUAWET] acl 3000

[HUAWEI-acl-adv-3000] rule permit tcp destination—port eq 80 source 192.168.1.0 0.0.0.255
[HUAWEI-acl-adv—-3000] quit

[HUAWET] traffic classifier cl

[HUAWEI-classifier—cl] if-match acl 3000
[HUAWEI-classifier—cl] quit

[HUAWET] traffic behavior bl

[HUAWEI-behavior-b1] car cir 10240

[HUAWEI-behavior-b1l] quit

[HUAWEI] traffic policy pl

[HUAWEI-trafficpolicy—pl] classifier cl behavior bl
[HUAWEI-trafficpolicy—pl] quit

[HUAWEI] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] traffic—policy pl inbound

14.6 {5 A A RBE X RSO TEIE

B FigE EH 510 L%
2% TP HhHE 9192.168.1. 10IPC T ] [ 4% .

<HUAWEI> system—view

[HUAWEI] acl 2000

[HUAWEI-acl-basic-2000] rule deny source 192.168.1.10 0.0.0.0
[HUAWEI-acl-basic-2000] quit

[HUAWET] traffic classifier cl

[HUAWEI-classifier—cl] if-match acl 2000
[HUAWEI-classifier—cl] quit

[HUAWET] traffic behavior bl

[HUAWEI-behavior-b1l] deny

[HUAWEI-behavior-b1l] quit

[HUAWEI] traffic policy pl

[HUAWEI-trafficpolicy—pl] classifier cl behavior bl
[HUAWEI-trafficpolicy—pl] quit

[HUAWEI] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] traffic—policy pl inbound
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HIAZ L
W WA 14 % L QoS #AE

| F 35 E P EL B B 1 257 (e] PR 4%
2% 11:192.168. 1.0 B BT ¥ & 17 1Al (X 4% .

<HUAWEI> system—view

[HUAWEI] acl 2000

[HUAWEI-acl-basic-2000] rule deny source 192.168.1.0 0.0.0. 255
[HUAWEI-acl-basic-2000] quit

[HUAWET] traffic classifier cl

[HUAWEI-classifier—cl] if-match acl 2000
[HUAWEI-classifier—cl] quit

[HUAWET] traffic behavior bl

[HUAWEI-behavior-b1l] deny

[HUAWEI-behavior-b1] quit

[HUAWEI] traffic policy pl

[HUAWET-trafficpolicy-pl] classifier cl behavior bl
[HUAWEI-trafficpolicy—pl] quit

[HUAWEI] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] traffic-policy pl inbound

e E B A iR 3T
® ZEIETCPH iy 15 253 (SMTP) Jiid .
® X \ETCPH Hyi 5 9110033 (POP3) idid.
® X IETCPH Wi H -5 N804 3 (HTTP) g .

<HUAWEI> system—view

[HUAWEI] acl 3000

[HUAWEI-acl-adv-3000] rule deny tcp destination—port eq 25
[HUAWEI-acl-adv-3000] rule deny tcp destination—port eq 110
[HUAWEI-acl-adv-3000] rule deny tcp destination—port eq 80
[HUAWEI-acl-adv-3000] quit

[HUAWEI] traffic classifier cl

[HUAWEI-classifier—cl] if-match acl 3000
[HUAWEI-classifier—cl] quit

[HUAWEI] traffic behavior bl

[HUAWEI-behavior-bl] deny

[HUAWEI-behavior-b1l] quit

[HUAWEI] traffic policy pl

[HUAWEI-trafficpolicy—pl] classifier cl behavior bl
[HUAWEI-trafficpolicy—pl] quit

[HUAWEI] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] traffic-policy pl inbound

14.7 FERARRKE ERES T
B EREEN ST ER

fic B XHEMACA0000-0000-0003 FI3 ST TR = S i1t

<HUAWEI> system—view

[HUAWEI] acl 4000

[HUAWEI-ac1-L2-4000] rule permit source-mac 0000-0000-0003 ffff-ffff-ffff
[HUAWEI-ac1-L2-4000] quit

[HUAWET] traffic classifier cl
[HUAWEI-classifier—cl] if-match acl 4000
[HUAWEI-classifier—cl] quit

[HUAWET] traffic behavior bl

[HUAWEI-behavior-bl] statistic enable
[HUAWEI-behavior-b1l] quit

[HUAWEI] traffic policy pl
[HUAWEI-trafficpolicy—pl] classifier cl behavior bl
[HUAWEI-trafficpolicy—pl] quit
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[HUAWEI] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] traffic-policy pl inbound
[HUAWEI-GigabitEthernet1/0/1] traffic-policy pl outbound

BL & % ICMP R 303t T4

<HUAWEI> system—view

[HUAWET] acl 3000

[HUAWEI-acl-adv-3000] rule O permit icmp source 192.168. 1.
[HUAWEI-acl-adv-3000] rule 5 permit icmp source 192.168. 2.
[HUAWEI-acl-adv-3000] quit

[HUAWEI] traffic classifier cl

[HUAWEI-classifier—cl] if-match acl 3000
[HUAWEI-classifier—cl] quit

[HUAWEI] traffic behavior bl

[HUAWEI-behavior-bl] statistic enable

[HUAWEI-behavior-b1l] quit

[HUAWET] traffic policy pl

[HUAWEI-trafficpolicy-pl] classifier cl behavior bl
[HUAWEI-trafficpolicy—pl] quit

[HUAWEI] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] traffic-policy pl inbound
[HUAWEI-GigabitEthernet1/0/1] traffic-policy pl outbound

BCE X ARP #R3GHETST
G5 492 11 2 12 1K AR PR SR ] B2 T ARPAR S«

<HUAWEI> system—view

[HUAWET] traffic classifier arp-request
[HUAWEI-classifier—arp-request] if-match 12-protocol arp
[HUAWEI-classifier—arp-request] if-match source-mac 1111-1111-1111
[HUAWEI-classifier-arp-request] if-match destination-mac ffff-ffff-ffff
[HUAWEI-classifier—arp-request] quit

[HUAWET] traffic classifier arp-reply

[HUAWEI-classifier—-arp-reply] if-match 12—-protocol arp
[HUAWEI-classifier—arp-reply] if-match source-mac 2222-2222-2222
[HUAWEI-classifier-arp-reply] if-match destination-mac 1111-1111-1111
[HUAWEI-classifier—arp-reply] quit

[HUAWET] traffic behavior bl

[HUAWEI-behavior-b1] statistic enable

[HUAWEI-behavior—-bl] quit

[HUAWEI] traffic policy arp—request
[HUAWEI-trafficpolicy—arp-request] classifier arp-request behavior bl
[HUAWEI-trafficpolicy—arp-request] quit

[HUAWEI] traffic policy arp-reply

[HUAWEI-trafficpolicy—arp-reply] classifier arp-reply behavior bl
[HUAWEI-trafficpolicy—arp-reply] quit

[HUAWEI] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] traffic-policy arp—request inbound
[HUAWEI-GigabitEthernet1/0/1] traffic—policy arp—reply outbound

BERERIFIHER
LB YR R ST BT 2 U5 7T LUSE R 3R & BRI S B
# S0 A R N7 T I8P SRS S5 UL LU L4

<HUAWEI> display traffic policy statistics interface gigabitethernet 1/0/1 inbound verbose rule—
base

1 0 destination 192. 168. 2.
10d 1.

10
estination 192.168.1.1 0

(==

Interface: GigabitEthernet1/0/1
Traffic policy inbound: arp-request
Rule number: 1

Current status: success

Statistics interval: 300

Classifier: arp-request operator and
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Behavior: bl
if-match 12-protocol arp
if-match source-mac 1111-1111-1111
if-match destination—mac ffff-ffff-ffff
Board : 0
Passed | Packets: 0
| Bytes: 0
| Rate (pps) : 0
| Rate (bps) : 0
Dropped | Packets: 0
| Bytes: 0
| Rate (pps) : 0
| Rate (bps) : 0
(L en
SEF| FHSAEM T EIBATFHE LA, WIEEL—RFH 7 .
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Il IPSG #4E

HE

XFAE

A BIPSGHIH WARAF

15.1 P B 5 T 5840 R IIPSG
15.2 fi & % T DHCP Snooping#) 54 & £ HIIPSG
15.3 IR ER A R T
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15.1 LB R TEaSYERD IPSG

i R B A T AR E R IVIPSG, W ARG AR 1 R IPIR SCHEAT I g% ], T LA
A2 BB BN Ak AL IPHBIE RO S SE AR ARED MM &M TR
s 2 ALY, H BNV E S B IPHIE A 28 30 . B E S AR IR

1. RAWE THAT A2 user-bind static { { { ip-address | ipv6-address } { start-ip [ to
end-ip ]} &<1-10> | ipv6-prefix prefix/prefix-length } | mac-address mac-address } *
[ interface interface-type interface-number | [ vlan vian-id [ ce-vlan ce-vian-id 1], HC

B P gRE R,
(AP

IPSG#BHEHERAMMTE L RE, PHESHEERCELAHAAEILA, HHRITE]
RO FRIER LT, IAKEGRIAA REHEEA SAFEBL, RIEAYE
RGBT EF

EE IS PRI () BB BHE, Flde 2 AMPREBHZ I F —A4 1 KE—4

MAC.

0 o RXUIPHAE TR EL ), TUAELMAL ~ 104 start-ipkott. )3 s7 4 4user-
bind static ip-address 192.168.1.2 192.168.1.5 192.168.1.12 interface gigabitethernet
101, ¥ 2 A IPHALSEZ B R — A3k 0,

® R iXsbIPHLER L, STVAE A AL ~ 104 start-ip to end-ipty 3ok k., F i E
82, KA RBEF o A S R REEA X, #4474 4 user-bind static ip-address
172.16.1.1 to 172.16.1.4 mac-address 0001-0001-0001, % % ATPHuht %57 5| B —A~
MACH3E,

2. FENEHEVLANME R #4712 ip source check user-bind enable, f#FEIPSG)
RE.
- BETEMEREIPSG: % HHEMUN A Rk SO EATIPSGR B . an SR -
A BRI BT R O LATIPSGRE 2, Wi fs R At 0, T DLk Rty
X JEH, JEOBETEZAVLANK, T O{FFEIPSGE /i, LH1ER
ANVLAN A6

- FETVLANEEEIPSG: JB Ti%VLANM BTG 2 LI Rk SC 3k A7 IPS G
. RS RSB AEEVLAN FHTIPSGI A, 1454 Hith
VLAN, wRLE#I 7. JEH, U2 EO0ETHERVLANK, 3T
VLAN{$REIPSGH /7 f#, TLHRAAREANE N LfHRE.

LA i 3 7 5 9 21 ey g B 6 T i A 40 R IIPSG .

BRI — 26 E YR E R (JRIPA192.168.1.1. JEMACH0003-0003-0003) , FHAEHE
GE1/0/1_f# 8EIPSG I 8E

<HUAWEI> system—view

[HUAWEI] user-bind static ip—address 192.168.1.1 mac—address 0003—-0003-0003
[HUAWEI] interface gigabitethernet 1/0/1

[HUAWEI-GigabitEthernet1/0/1] ip source check user—-bind enable

BRI — 5 ER YR E R T (JRIPA192.168.2.1. JEMACH0002-0002-0002 1A
GE1/0/1. VLANID~10) , FF{EVLANI10 L fH#HEIPSGIIHE

<HUAWEI> system—view

[HUAWEI] user-bind static ip—address 192.168. 2.1 mac—address 0002-0002-0002 interface
gigabitethernet 1/0/1 vlan 10

[HUAWEI] vlan 10

[HUAWEI-v1an10] ip source check user—bind enable

RYFRA 05 (2015-10-23) HENEHAREE R 75
MBI © HRNHEAREBR A



S1720&S2700&S3700&S5700&S6700&S7700&S9700 %
HIAZ L
W WA 15 W, IPSG #1E

15.2 fig B &F DHCP Snooping ZAS4ERM IPSG

8 L AL & %L T DHCP SnoopingZ #5462 R INIPSG, X IE(F4EH: O _ U FITPH SCH#EAT
e RES], B LAE R SR LS AR NP LR A B Sk LS ARG )
W%, &R T RN b EN %, HFENVEHDHCPSASSKEIPHbE ) 48 3R 85 . i
=Ry /1

1. [ EDHCP Snooping, 4 DHCP Snoopingzh) 254 5 %

a.  RGME TFHAT A4 dhep enable, 425 {HAEDHCPIfE.
b. RSEME TFHAT 74 dhep snooping enable, 47 f# GEDHCP Snooping I HE -

c.  FEHIBVLANALE N #4772 dhep snooping enable, ffffEF: [1E5E VLAN]
DHCP Snooping it

d. #OWE T #47dhep snooping trusted =35 VLANAL K T 44T dhep snooping
trusted interface interface-type interface-number, WCEETHO.

ST ME AR R IPHR SC,  IPSGAMITFLRS 75 H Ao Vi ifid o
2. FEOEFHEVLANMLE R #4744 ip source check user-bind enable, f#&EIPSG)

Rt
DL i 7 46 )48 an el i B 2% T DHCP Snooping#) 454 2 & HIIPSG .
# it B DHCP SnoopingZhfig, f8EGEL/0/1NEERED, FHAEGEL/02 LEHEIPSG.

<HUAWEI> system—view

[HUAWEI] dhcp enable

[HUAWEI] dhcp snooping enable

[HUAWEI] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] dhcp snooping trusted
[HUAWET-GigabitEthernet1/0/1] quit

[HUAWEI] interface gigabitethernet 1/0/2
[HUAWEI-GigabitEthernet1/0/2] dhcp snooping enable
[HUAWEI-GigabitEthernet1/0/2] ip source check user—bind enable

# fic § DHCP SnoopingZhifit, 18EGE1/0/1 NS0, FH{EVLANI0 LA AEIPSG.

<HUAWEI> system—view

[HUAWEI] vlan batch 10

[HUAWEI] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] port link—type trunk
[HUAWEI-GigabitEthernet1/0/1] port trunk allow-pass vlan 10
[HUAWEI-GigabitEthernet1/0/1] quit

[HUAWEI] dhcp enable

[HUAWEI] dhcp snooping enable

[HUAWEI] vlan 10

[HUAWEI-v1an10] dhcp snooping enable

[HUAWEI-v1an10] dhcp snooping trusted interface gigabitethernet 1/0/1
[HUAWEI-v1anl0] ip source check user—bind enable

15.3 MpRERS Y ERIN

M0 E R AR R TG0 E EVL NSRS TR, 7 ZH 4T 7 2 undo user-bind
static [ { { ip-address | ipv6-address } { start-ip [ to end-ip | } &<1-10> | ipv6-prefix prefix/
prefix-length } | mac-address mac-address | interface interface-type interface-number | vlan
vian-id [ ce-vlan ce-vian-id 11", MIERERASYE 2 FKIN.
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HI AL
W LEREAR

W L IPSG #:4E

o M KIBERN, undofr & IR I BH LA

BR AR o
o CSURFHEEMIBRIPE R, 4

Dy}
<HUAWEI> display dhcp static user-bind all

DHCP static Bind-table:
Flags:0 - outer vlan ,I - inner vlan ,P — Vlan-mapping

AT 74 undo user-bind static,

R P A S8 E R A5 2.

MPE R T RINGE L ILEC, 4 hE

J

AT 4 undo user-bind static interface gigabitethernet 1/0/1, [k +5 2 1
GE1/0/1) T 5.

47 %7 2-undo user-bind static vlan 10,

LR B9 G e M R i S 0 R

it fir 4 display dhcp static user-bind all & F S /7 7E 5 A&

MM 548 € VLANTOI T T

SIPERIN

IP Address MAC Address VSI/VLAN(0/1/P) Interface
192.168. 1. 1 0001-0001-0001 — /— /— -
192.168. 1.2 0002-0002-0002 — /— /— GE1/0/2
192.168. 2. 1 - Y e GE1/0/1
192.168. 2. 2 - - /= /= GE1/0/1
192.168. 2. 3 - - /= /= GE1/0/1
192.168. 3.1 0004-0004-0004 10 /— /— -
192.168. 3. 2 0005-0005-0005 10 /— /— -

Print count:

7 Total count:

# MR IPHIbEA192.168.1. 1 (R ER A 26 8 K i

<HUAWEI> system—view
[HUAWEI] undo user—-bind static ip—address 192.168. 1.1 mac—address 0001-0001-0001

# M ERTPHILHE 192.168.1 25 A 40 58 F 10 .

<HUAWEI> system-view

[HUAWET] undo user-bind static ip—address 192.168. 1.2 mac—address 0002-0002-0002 interface

gigabitethernet 1/0/2
# MIBRGE1/0/142 I AT A A 45 8 R .

<HUAWEI> system—-view

[HUAWET] undo user-bind static interface gigabitethernet 1/0/1

# MERVLAN1O fT A 51 AS 96 2 K i

<HUAWEI> system—view
[HUAWEI] undo user—-bind static vlan 10

CLEDBRIBF AT 5E )5, T S0 RIS«
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2 AAA B{E

RXFAE

M BAAARTE WAEAE

16.1 B & H Pl il Telnet & % 5 & 1 S E (AAAARHBIAAE)
16.2 B & H P 2
16.3 it & 4= J5 ER NI
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16.1 BE.E A FPiBid Telnet BRI R FAUE (AAA Kitb
WAIE)

I 81 Telnet & 5 e g iy, e LA ZIIC BIGUETT 0, 5 0 P Joi i sk B 4%
B SCRFANAIE S S A YAEAA AANIE =0 F i (575 28, H P AAAVIIETS 20
TR

K AAARMANETT S P od i Telnet & s 508 1 S0 AIE, W& EREITE
Telnethi 5%, #H7 Fti (AVTYR P FENE]D (5AET X Naaa, FINEAAARL
KR G AT, e Bz T B AT ORI P 00

<HUAWEI> system—view

[HUAWEI] telnet server enable //JFATelnetflR%s

[HUAWET] user—interface maximum—vty 15 //BCEVTYH P FHH &M P BOKEE N15

[HUAWEI] user—interface vty 0 14 //#EANO0~14FIVTYH - Sl

[HUAWET-ui-vty0-14] authentication-mode aaa //FCEVTYFH /" Sl f36E 7 X Naaa

[HUAWEI-ui-vty0-14] protocol inbound telnet //BCEVTYH " A S £ AWM NTelnet (V200R006&Zﬁuﬁ)§
ARG AE RIS Te lne t M, 7T LURECE 1% 0; V200R007 M 22 J& Wit A S8 1 P £ B 9 SSHIMM, A B
H. )

[HUAWEI-ui-vty0-14] quit

[HUAWEI] aaa

[HUAWEI-aaa] local-user userl password irreversible—cipher Huawei@1234 //GIEAMFH P userl 3HH B %5
g, BFEE S U SRR, #ROCEZEL, SNEEENIITIZMm A EEE

[HUAWEI-aaa] local-user userl service—type telnet //FCEAHIH Fuserl FIFENZAI ATelnet, ZHF R
Refdi FHTelnet J7 2 & 5%

[HUAWEI-aaa] local-user userl privilege level 15 //FCEAMLA Fruser I Rl A15, %P Ex/EHT
PAFAT 0~ 152K 1 i 4

[HUAWEI-aaa] quit

16.2 BCE A P25l

FUP G59) 5 i I AHXT R, TP 8 e Ja R BEHAT ar & 055 T ek A
ﬁﬂ%mv,mﬁVUwWﬂm%FR%%ﬁmvﬁ%ﬁmlﬁm%wm

PR AAAA AU 7 O8N, g B ARC Bz P R g0, B
%F%%Fﬁﬂﬁ%ﬂﬂ%%ﬁ),W%F F R WA G R BEAT AT 2 Znl N0 i 4 -
ping. tracert55 M52 T Hir 4.

AR SR A BAZ P S e T LAAT A & O B i %, AR . C B e B
PranS, FHP A T 40 .

L H P HAETT OVAAARKYGERS, FTRUCRAH AT 77 B EH P 200, Rsedd E
BRI A
o TLERAHFIIHP Y.

<HUAWEI> system-view

[(HUAWEI] aaa
[HUAWET-aaa] local-user userl privilege level 15 //BEcE ) userlfffl 4515

o LERAENIAMH P E.
<HUAWEI> system-view
[HUAWEI] aaa
[HUAWET-aaa] service-scheme schl

[HUAWEI-aaa—service—schl] admin-user privilege level 15 //Ht & =AM FErE I P8 15
o JLEMNEAM P AmERMTARP AP g5 (BAVTY H 2 St

<HUAWEI> system—view
[HUAWEI] user—interface maximum—vty 15
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[HUAWEI] user—interface vty 0 14
[HUAWEI-ui-vty0-14] user privilege level 15 //FCEVTY 0~VTY 148 ) S~ A15

16.3 BEcE = /AIAEL

XTI, SRR “huawei” HHETIAME. BT H P AER$245H)
P2 %5 WA AR, B0 “zhangsan” , IXFERLSEEEN G & TIEEH P4 -
IEETE “huawei” AL E FAAAMRS 3% LT UGE, F P ok aE . &
oL, T2 RBIAEEEN “huawei” .

<HUAWEI> system—view

[HUAWEI] aaa

[HUAWEI-aaa] domain huawei
[HUAWEI-aaa-domain—huawei] quit
[HUAWEI-aaa] quit

[HUAWEI] domain huawei
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& L NAC ¥1{E

RXFAE

N ANACHH WAERTE .

17.1 Fit EMAC 55 BAAAIE

17.2 Fit & Guest VLANIH g

17.3 e B 802. 1x A UER 3C — J23@ WL 4 D e
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17.1 B2 & MAC EIZIAIE

TEENAFAEPCUA S /D BN & i CAATEIRL) ML RS T, ] B 802. 1xIAIEMACSS
PRANIE T AE AR UE W £ 35 [F) BE BE % 42 N 802. IxiAIE M 4% . 5142 [1GE1/0/1 FIGE1/0/5 R 1
B K EPCUL M /DB 245, ARIFPC LA K W 283 FRAE s e N 2%, BT ZE4%E 10 R AH
802. IxIAIFMACE A IE T fE

(AR
RIAUV200R005C00Z HZ SR A, (ANACH %AEX L IFMACE HKIAIET 8.
o HRFAME T ZNEOMTHERLE

<HUAWEI> system—view

[HUAWEI] dotlx enable

[HUAWEI] dotlx enable interface gigabitethernet 1/0/1 gigabitethernet 1/0/5
[HUAWEI] dotlx mac-bypass interface gigabitethernet 1/0/1 gigabitethernet 1/0/5

® {EFEIIMLE N XA AT AN B
<HUAWEI> system-view
[HUAWEI] dotlx enable
[HUAWEI] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] dotlx enable
[HUAWEI-GigabitEthernet1/0/1] dotlx mac-bypass
[HUAWEI-GigabitEthernet1/0/1] quit
[HUAWEI] interface gigabitethernet 1/0/5
[HUAWEI-GigabitEthernet1/0/5] dotlx enable
[HUAWEI-GigabitEthernet1/0/5] dotlx mac-bypass

HXER

HEA®IE
—AMMI1EWHE (—
—MIER#HE (2

17.2 it & Guest VLAN IhRE

N T R P ANBEAT UGIE R BE VG ) SELE 2% SRR R SR, B R R P R AR TR
Py SRR EEESE, WHCE Guest VLANIIRE . 14y RiIFH: I GE1/0/1FIGEL/0/5
(K1 F P B SN S0 HTR R, ATERR R 2 E Guest VLANTIRE . AR B0 25 2 IR 55 4%
fEVLAN10H,

(AR
ZIAHV200R005C00Z L Z SR A, IANACH %AE X, £ #HGuest VLANZ 48,
o MHRAME T EZNFHOMITHERLE

<HUAWEI> system-view

[HUAWEI] dotlx enable

[HUAWEI] dotlx enable interface gigabitethernet 1/0/1 gigabitethernet 1/0/5

[HUAWEI] authentication guest-vlan 10 interface gigabitethernet 1/0/1 gigabitethernet 1/0/5

®  {EFEIIHLE N X RN AT AL B
<HUAWEI> system—view
[HUAWEI] dotlx enable
[(HUAWEI] interface gigabitethernet 1/0/1
[HUAWEI-GigabitEthernet1/0/1] dotlx enable
[HUAWEI-GigabitEthernet1/0/1] authentication guest-vlan 10
[HUAWEI-GigabitEthernet1/0/1] quit
[HUAWEI] interface gigabitethernet 1/0/5
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[HUAWEI-GigabitEthernet1/0/5] dotlx enable
[HUAWEI-GigabitEthernet1/0/5] authentication guest-vlan 10

BXiER

BAR®IR
—AMTIER#HE (—)
—MIER#HFE (5

17.3 BL & 802.1x \IERIL — B iERRE M ThEE

802. 1xiANELFEFFHIEAPHMAR S, & —MBPDUR . X FBPDURL, HNAFH
LA % LTS A B RN . R R A GE802. Ix ¥ & A 7 2 () IE A7 AE
TEAZAL, N R EE R E AL, I P REMEAPH SO VL EIA
INIEBES, H P B AR TEI I AIE

17-1 B2 & 802.1x INERX —BiERLMIIgE ~ =R
RADIUS Server

User

GEO0/0/2

GEO0/0/1 Intranet

LAN Switch Switch
GEO0/0/3 1802.1xi\E

User

WE7-1f7R, HEES02. 1x AR HE N 1% % Switch 5 FH F' 2 [AIF7E — JZ A #ALLAN
Switch, NARUEH T I802. 1x A IEFK SCAEHEE I LAN Switch®ikSwitch, 75 E7ELAN
Switch FFHATUN AL E (EAHALLASSTO0HIA B AT B )

<HUAWEI> system—view

[HUAWET] sysname LAN Switch

[LAN Switch] 12protocol-tunnel user—defined-protocol dotlx protocol-mac 0180-c200-0003 group—mac
0100-0000-0002  //group—mac /AN E 15 B N AL FEMACHBIE (0180-C200-0000~0180-C200-002F ) LA K Hofth J1,
FRERRMACHL L, HARMACHIHESS ] o

[LAN Switch] interface gigabitethernet 0/0/1 //ii B4t —JZAZHM R FAT ML L P AT A £ 10 B ikAT
fic &

[LAN Switch-GigabitEthernet0/0/1] 12protocol—-tunnel user—defined-protocol dotlx enable

[LAN Switch-GigabitEthernet0/0/1] bpdu enable

[LAN Switch—-GigabitEthernet0/0/1] quit

[LAN Switch] interface gigabitethernet 0/0/2

[LAN Switch-GigabitEthernet0/0/2] 12protocol—-tunnel user—defined-protocol dotlx enable

[LAN Switch-GigabitEthernet0/0/2] bpdu enable

[LAN Switch-GigabitEthernet0/0/2] quit

[LAN Switch] interface gigabitethernet 0/0/3

[LAN Switch-GigabitEthernet0/0/3] 12protocol—-tunnel user—defined-protocol dotlx enable

[LAN Switch—-GigabitEthernet0/0/3] bpdu enable

[LAN Switch-GigabitEthernet0/0/3] quit
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HIAZ L
W WA 18 I, VRRP #:4F

1 VRRP 1€

HE

RXFAE

A HVRRP & WA

18.1 {FGE MR UIPHu ik ping h At

18.2 it & VRRP 5 2 MRS B B)

18.3 fic & VRRP 5 BFDHtZ)

18.4 fit B VRRP 5NQAR.Z

18.5 fic & VRRP5 #% Bt 5

18.6 Bt & VRRP MU A=

18.7 it B VRRPH 5

18.8 Fit. & VRRPHR SC1E Super-VLANH [ & 3% 77 2
18.9 fic B MACH#r ARPL) g
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HIAZ L
WA 18 ‘I, VRRP #:4F

18.1 {F&EE L IP Ml ping Thk

# i B iz P Hu ik ping Th At

<HUAWEI> system—view
[HUAWEI] vrrp virtual-ip ping enable

18.2 it B VRRP 5 ORESEEN

# L E VRRPS #2 TR S B S SE B VRRP 3 & D)4

<HUAWEI> system—view

[HUAWET] interface vlanif 10

[HUAWEI-V1anif10] ip address 10.1.1.1 24

[HUAWET-Vlanif10] vrrp vrid 1 virtual-ip 10.1.1.3

[HUAWEI-V1anif10] vrrp vrid 1 track interface gigabitethernet 1/0/1 reduced 40
[HUAWEI-V1anif10] quit

18.3 it 8 VRRP 5 BFD Btz

# i & VRRP5 BFDEL B S B VRRPHRLIE T 46t o

<HUAWEI> system—-view

[HUAWET] interface vlanif 10

[HUAWEI-V1anif10] ip address 10.1.1.1 24

[HUAWEI-V1anif10] vrrp vrid 1 virtual-ip 10.1.1.3
[HUAWEI-V1anif10] quit

[HUAWET] bfd

[HUAWET-bfd] quit

[HUAWET] bfd atob bind peer—ip 10.1.1.2 interface vlanif 10
[HUAWEI-bfd-session-atob] discriminator local 1
[HUAWET-bfd-session—atob] discriminator remote 2
[HUAWEI-bfd-session-atob] min-rx—interval 100
[HUAWET-bfd-session-atob] min-tx—interval 100
[HUAWEI-bfd-session—atob] commit

[HUAWEI-bfd-session—atob] quit

[HUAWET] interface vlanif 10

[HUAWET-V1anif10] vrrp vrid 1 track bfd-session 1 increased 40
[HUAWEI-V1anif10] quit

18.4 B2 & VRRP 5 NQA Etzf

# it B VRRP 5NQABX S SZHLVRRP I £ )4

<HUAWEI> system—view

[HUAWET] interface vlanif 10

[HUAWEI-V1anif10] ip address 10.1.1.1 24
[HUAWEI-V1anif10] vrrp vrid 1 virtual-ip 10.1.1.3
[HUAWEI-V1anif10] quit

[HUAWEI] nga test—instance user test
[HUAWEI-nga—user—test] test—type icmp
[HUAWEI-nga—user—test] destination-address ipv4 10. 20. 1.2
[HUAWEI-nga—user—test] frequency 15
[HUAWEI-nqa—user—test] start now
[HUAWEI-nga—user—test] quit

[HUAWET] interface vlanif 10
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HIAZ AL
ARG

18 ‘I, VRRP #:4F

[HUAWEI-V1anif10] vrrp vrid 1 track nqa user test reduced 40
[HUAWEI-V1anif10] quit

18.5 it & VRRP 5 ELEh

# it B VRRPS 1% HH A SE L VRRP 3 & ) e o

<HUAWEI> system—-view

[HUAWEI] interface vlanif 10

[HUAWEI-V1anif10] ip address 10.1.1.1 24

[HUAWEI-V1anif10] vrrp vrid 1 virtual-ip 10.1.1.3

[HUAWEI-V1anif10] vrrp vrid 1 track ip route 10.20.1.0 24 reduced 40
[HUAWEI-V1anif10] quit

18.6 Bit & VRRP WY fRA S

# It B VRRPIMM A 5

<HUAWEI> system—view
[HUAWEI] vrrp version v3

18.7 it & VRRP it H1&=

BCE VRRP #t GHERXAERETR

<HUAWEI> system-view
[HUAWET] interface vlanif 10
[HUAWET-V1anif10] vrrp vrid 1 preempt-mode disable

BCE VRRP # R AIEEAR

<HUAWEI> system—-view
[HUAWET] interface vlanif 10
[HUAWEI-V1anif10] vrrp vrid 1 preempt-mode timer delay 20

18.8 BLE VRRP R ICTE Super-VLAN FHKEFT

# fic & VRRPR SCE Super-VLANH () & 3% 5 o

<HUAWEI> system—view
[HUAWEI] interface vlanif 100
[HUAWEI-V1anif100] vrrp advertise send-mode 10

18.9 fic & MAC Rl#T ARP IhgtE

# it EMACH#T ARPIIHE

<HUAWEI> system—view
[HUAWEI] mac-address update arp
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&l SNMP ¥4k

XFAE

I ZASNMPH & WA%AE o

19.1 it & V5 o) 42 )
19.2 il & SNMP ] il A A [ 44 44

193 BLEH P A - 4
19.4 i B K 1% Trap
19.5 M3 14 44
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HIAZ L
W WA 19 ‘& I, SNMP #:4F

19.1 fi &5 10)3E 1

TR GRS I A, AT LA I I B U 1 42 ) 51 SR ANMIBAR B 79 77 18 PR i) I 0t 14
7]
® JiLE Uil xzR

ACLZ#*5 82001, HAi4192.168.1.00% B 95 15 1] ¥ 7% o

<HUAWEI> system-view

[HUAWET] acl 2001

[HUAWEI-acl-basic-2001] rule permit source 192.168.1.0 0.0.0. 255

[HUAWEI-acl-basic-2001] rule deny source any

o [t EMIBHLE
MIBAL & 4 Falliso, i ] fRIRE & 6L 2riso.

<HUAWEI> system-view
[HUAWEI] snmp-agent mib-view included alliso iso

19.2 fit & SNMP BYRR A Fn[F] £ 4

SNMPHA =AMRA ARV v2eMiv3e vIFIV2ChRA S HRFIEC & FR %, vIRRAA T FF.
i FVIFIV2ChRA B T AR 2 4 A, HEEAE V3R A . TC L A4 44 i i v AR FH 5
g4z, BRI R A T )
® SNMPvI

SNMPHIRRAS v, 525 Bk 4 Hcommunity001, F 8 H Vs 7] #2551 .

<HUAWEI> system-view

[HUAWEI] snmp—agent sys—info version vl
[HUAWEI] snmp-agent community write community001 mib—view alliso acl 2001

® SNMPv2c
SNMPHJFRA S Fgv2e, 5 B4 Ncommunity001, R U [l

<HUAWEI> system-view

[HUAWEI] snmp—agent sys—info version v2c
[HUAWEI] snmp—-agent community write community00l1 mib—view alliso acl 2001

193 BCEFRPAMAF 3

IUVIRRA SCRFEC B AR - 4, vIFIV2ChRAR AN SRR, B B 00 T i hE
SNMPv3,

ERCE 22BNy, H PR ZeBn G Eem T THP AR Z2H00. ZePoi%
MRz At N B -

® privacy: AIEFHINE

® authentication: IAIEAN N

® none: ANUEAINE

BRI U A 4l & privacy i, FH - RS & =M LE L 20 privacy 2 s P 42
authenticationZl |, F /7 A2 % AL AT LA privacy 8% authenticationZ 7l .

®  V200R003C00Z Hif i 4

# BCE 24 Agroup001, 2425 Fprivacy, FH N U7 i, BRI X%
WV .
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HIS AL
LR R

19 I, SNMP #:4F

<HUAWEI> system-view
[HUAWEI] snmp-agent group v3 group00l privacy write-view alliso acl 2001
# liC B H 7 44 Auser001, AIEZE iGN Authe1234, JN%5 %79 M Prival234.

<HUAWEI> system—view
[HUAWEI] snmp-agent usm-user v3 user00l group00l authentication-mode sha Authel234 privacy-
mode des56 Prival234

V200R003C00 /% J5 BERR A

# TCE H P 414 Ngroup001, 22425 Nprivacy, FF 8 H U7 4, B i WX 5T
BT .

<HUAWEI> system-view

[HUAWEI] snmp-agent group v3 group00l privacy write-view alliso acl 2001

# fic B H 7 4 Auser001, NIEZ S NAuthe@ 1234, Ji% %45 APriva@1234.

<HUAWEI> system-view

[HUAWEI] snmp—agent usm—user v3 user001 group group001

[HUAWEI] snmp—agent usm—user v3 user00l authentication-mode sha
Please configure the authentication password (8-64)

Enter Password: //EANNIE % TS Authe@1234
Confirm Password: //EANNIE TS Authe@1234

[HUAWEI] snmp—agent usm—user v3 user00l privacy-mode aes256
Please configure the privacy password (8-64)

Enter Password: / /NI B
Priva@1234
Confirm Password: / /BN i Priva@l 234

19.4 BLE %4 3% Trap

FIH TrapHF 2%, FFELE TrapENLE, W42 E3) ik Trapls 8 2 Trap L.

1. ¥ TrapHFae.
FTHF SNMPHIH [ Trap 9K o
<HUAWEI> system-view
[HUAWEI] snmp—agent trap enable feature—name snmp
[AALT
Jo R AR B B AL Trap T X, W] A 34 A &R Trap X 698 B e E . T Al i display
snmp-agent trap allé§-4~F & &AMk TrapfF Xk d94 4 Be B, SuAAXEL B 47 FF SNMPFT A 49 Trap
Fx.

2. MCERIETrapH¥cd .
1% Trapf#2% 1 yLoopBack0, TPl 410.1.1.1.
<HUAWEI> system—view
[HUAWEI] interface loopback 0
[HUAWEI-LoopBackO] ip address 10.1.1.1 32
[HUAWEI-LoopBack0] quit
[HUAWEI] snmp—agent trap source loopback 0
[BAPT:
8 ETE, FAE T IPHIEAE A £ % 69 TrapiR A9 IPM 3. 2 T RIER &0 e atd, KitdEn
AFEC E A LoopBackdE 1, R AL AL F 49 TrapiR X494 2 feNMSEE B R ALK 4R L9481
FE K, FNEFIAENMSLEEKTraptR L. 795, FERIETrapiE 2 491PHLIEFe Trap EALH
[P3bhE = J8] 54 7T %,

3. MEEETrapFHl.
F AL 910.1.2.10, UDP3 5450000, 224544 Auser001, K i%TraplfifiA Ky
v3, LR Nprivacy .
<HUAWEI> system—view
[HUAWEI] snmp-agent target—host trap address udp—domain 10.1.2.10 udp—port 50000 params
securityname user001 v3 privacy
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HIAZ L
W WA 19 ‘I, SNMP #:4F

(1] ieg

& 1% Trap b9 AR b S Aai% 1% 6 69 SNMPRR AR 3 — 2, v R R—# N Trapfs & L7k L% 3| W
E. HEEARAAVI, %L LA A F LRI, F N Trapfs &Lk Lz 2|
&, vigev2eF Af T oY e 5 AR TR

UDPs4 2 548 162, 158 UDP# P 5 /5% £ E# i E W £ X Trapt)UDPs4 2 5, 4Rk &
F2 % 4JUDPs#% 0 5 R —H Trapfz & ik EiZ 5| F,

B E 2 BA 0, B R Trap TALEG AR5 & T RE T A F 6§55,

19.5 MHEREF {52

TR A A 44 I, AR AL — R B S SR MER . BT A 4 L S B AR AR
fEBL e b, DRIRT DU T ey O B P A 4

o WIS ER
i EARCRIR A, B R IR 2 S BUMBR R

<HUAWEI> system-view
[HUAWEI] undo snmp—agent community community001

o OB IMER
SO MR 2 /i 75 2 Sl Ja R4 .

<HUAWEI> system-view
[HUAWEI] display snmp-agent community
Community name:% %#v_@eE”TW3Yw”77Q2Vd!”/$XsX|}+GOBz8V. pEh>=x9) J, Tuy} 3Mp#
+X4QV5CAT " :Z:;N1A3%&tad} a53-% %#
Group name:% %#v_@eE”TW3Yw”77Q2Vd!”/$XsX |} +GOBz8V. pEh>=x9) J, Tuy} 3Mp#
+X4QV5CAT " :Z:;N1A3%&tad} a53-% %#
Acl:
2001

Storage—type: nonVolatile
[HUAWEI] undo snmp-agent community %#%#v_@eE”TW3Yw”77Q2Vd!”/$XsX |} +GOBz8V. pEh>=x9) J, Tuy} 3Mp#t
+X4QV5CAL " : Z; N1A3*&tad} ab3— %%
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2R Y]
W ERETE 20 W, OSPF #:1E
ils, o
& [l OSPF #&4E
PLUNE20-1 T/ FIOSPEIN 4%, /- ZHOSPFIIAE AT — L85 WL #AE .
20-1 OSPF E KWK REE
~"Areald .
10GE1/0/1™,
VLANIF10 °
SwitchA 192.168.0.2/24
WItlC
10GE1/0/2 10GE1/0/1 10GE1/0/2
VLANIF10
VEANIF20 1192.168.0.1/24 VLANIF30
192.168.1.1/24 \ e T 192.168.2.1/24
10GE1/01 |\ 10GE1/0/1
VLANIF20 VLANIF30
192.168.1.2/24 L 102.168.2.2/24
SwitchC Bﬁ Ei' SwitchD
10GE1/0/2 10GE1/0/2
VLANIF40 VLANIF50
172.16.1.1/24 172.17.1.1/24
10GE1/0/1 10GE1/0/1
VLANIF40 VLANIF50
172.16.1.2/24 & 172.17.1.2/24
SwitchE 10GE1/0/2 =mm SwitchF
Areal VLANIF60 Area2
172.18.1.1/24
B E OSPF EAIhgE

SwitchAJ9f, oAl 2 HLES 2 AR U B D B3R

{SwitchA> system—view
[SwitchA] ospf 1
[SwitchA-ospf-1] area 0

[SwitchA-ospf-1-area—0. 0. 0. 0] network 192.168.0.0 0. 0. 0. 255
[SwitchA-ospf-1-area—0.0.0.0] quit

[SwitchA-ospf-1] area 1

//f#iBEVLANIF 10/ OSPF I B¢
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T HAIL

i WARAEYR Y 20 # W OSPF #:1E
[SwitchA-ospf-1-area—0. 0. 0. 1] network 192.168.1.0 0. 0. 0. 255 / /18 BEVLANTF20f]OSPF L1 A
[SwitchA-ospf-1-area-0.0.0.1] quit
[SwitchA-ospf-1] quit

fit® STUB X5
STUB X FJABRAMESE T AT BN B8 RGHMBEE H, 7RI EE X8 A 2 h 28 1) 2%
TR DL L 2% FR AT B AL 3 (B A ORI D o — K OSPE I 5 (1)1 2 [X S5 e B R
STUBX k. #ian: ¥fAreal it E NSTUBIX .
SwitchANH, Areal PN A A2 b LAS & AL EC B AP IR
[SwitchA] ospf 1
[SwitchA-ospf-1] area 1
[SwitchA-ospf-1-area—0.0.0. 1] stub
[SwitchA-ospf-1-area—0.0.0. 1] quit
[SwitchA-ospf-1] quit

AL E NSSA Xig

NSSAX I 5 STUBIX 38iAH Al 1) /& , ABRASALRER IR T HAh X381 H 76 RG0S
SR AR, BRGNS NHIR RS INBEE B I L FE R BEAOSPFH A . —
W OSPF N 25 Hh A 5 HoAh ¥R R GuAH & 110 2 X 0 B WNSSA X 3. 5] 4: % Area2
Tt B NSSA X 15,

SwitchBAfl, Area2 P HAt S e L AR 2 AR HE BV 3R

[SwitchB] ospf 1

[SwitchB-ospf-1] area 2
[SwitchB-ospf-1-area—0.0.0. 2] nssa
[SwitchB-ospf-1-area-0.0.0.2] quit
[SwitchB-ospf-1] quit

ficE OSPF SIAH{thE&H
2 OSPF W 4% HH (1) % 75 B U5 ) 32 47 FLAt B sl X 4% R IR e 46 B, 75 0K LA B s )
H 5| NEJOSPFM 2%, 4. K5 SwitchF i BLIZE % i 5] A FJOSPF &,
[SwitchF] ospf 1

[SwitchF-ospf-1] import-route direct
[SwitchF-ospf-1] quit

B E OSPF MO F$H

SRR, OSPFEARYESE A7 o8 Ehit S HIFSE . tr] DAF3h 3 B 3 DI P4
. . KESwitchAFKFE LTVLANIF20 8418 ¥ & N5 .
[SwitchA] interface vlanif 20

[SwitchA-V1anif20] ospf cost 5
[SwitchA-V1anif20] quit

B E OSPF 5 BFD Bz

ST B S B OISR OSPF R SGH &, AT LAEIZ 4T OSPF I BE % I iC & BFD4F
P ABFDAG I 255 % ), BE 08 Wb ii 15 45 B el Wi, A R B8 EB B U0 PR AL
S 44 E S R NDownitt, MIZhZASMEEBFD4E .

ltn: 7ESwitchA 5 SwitchB 2 [A] JOSPFEE M I 4 "/ BFD £ i .
# Wi & SwitchA
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HIAZ L
W WA 20 4 W, OSPF #¢1E

[SwitchAl bfd

[SwitchA-bfd] quit

[SwitchA] ospf 1

[SwitchA-ospf-1] bfd all-interfaces enable
[SwitchA-ospf-1] quit

# Jic & SwitchB

[SwitchB] bfd

[SwitchB-bfd] quit

[SwitchB] ospf 1

[SwitchB-ospf-1] bfd all-interfaces enable
[SwitchB-ospf-1] quit

B E OSPF £ & KH

OSPFSEFRA MBI o, X3z 5T V6 2R G000 198 7 R 2 2 AN ST LA i 22 th
TURE G BCE M. BEI, D8 T DB ARV R, W ARCE SR, PRIER
2% el A

OSPF k44 % B ) R AT 7 AN T 5N SRR I ey 1) X I2R T . n3R20-1 77 .

< 20-1 REARBLHAR
X | FEERG XA | FELSAR |z
i) E-yid] SobE
WiEX | @it default-route-advertiseri S AL E | ASBRAAN | TypeS LSA | i@
1, [X 35,
STUB | H3I™4 ABRX AR | Type3 LSA | STUB
[X 35, [X 45
NSSA | ifiiInssa [ default-route-advertise ] ASBR& i | Type7 LSA | NSSA
(X dk [X 45,
¢ H 34 ABRE AR | Type3 LSA | NSSA
NSSA X 45§
(X dk
HXER
FEARIRIE
5] S OSPF & 5 H AN
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